
Breaching Bad
Unpacking the Root Causes of recent Incidents

11.10.24 – IT-SECX 2024

Petar 'Hetti' Kosic

Classification: Public



whoami

11.10.24

~ $ cat work.txt

Offensive Security @ Erste Digital GmbH

~ $ cat freetime.txt

Capture the Flag with We 0wn Y0u (TU Vienna)

Hacking coffee machines

Speaking at community conferences and camps

hunTU - Scavenger hunt organisation

Classification: Public



Another Day
Another Breach

11.10.24

News about breaches pop up 

regularly in the news.

Why do breaches happen?

A journey through four real life 

cases & lessons learned

Classification: Public



Breach implication for companies

11.10.24

− Data loss

− Losing customers and reputation

− Business fraud

− GDPR and/or regulatory fines

− Rebuilding the complete infrastructure

− Downtime of production systems and/or manufacturing

Classification: Public



Okta

11.10.24

CASE #1

Classification: Public



Okta

11.10.24

Cloud-based access and identity management service 

provider

Well-known companies like 1Password and Cloudflare 

rely on them

Multiple IT security incidents occurred in the last years

Fact Box (2024)

San Francisco, US

6000

$2,6 billion revenue

Classification: Public



11.10.24

29 September 2023

1Password reports 

suspicious activity to Okta 

Support

Source: https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause 
Classification: Public

https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause


Breach Timeline

11.10.24Source: https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause 

1Password 
reports 

suspicious activity 
to Okta Support

Okta Security 
begins an 

investigation

Multiple 
meetings with 

1Password

BeyondTrust
reports 

suspicious activity 
to Okta Support

Multiple 
meetings with 
1Password and 

BeyondTrust

2023-09-29

2023-10-022023-09-29

Classification: Public

https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause


Breach Timeline

11.10.24Source: https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause 

A third customer 
reports suspicious 

activity to Okta 
Support

BeyondTrust provides 
Okta Security an 

indicator of 
compromise (IOC)

Using the supplied IOC, 
Okta Security identifies 

a suspicious service 
account

Okta Security disables 
the service account 

and terminates 
associated sessions

2023-10-12

2023-10-172023-10-13

2023-10-16

Classification: Public

https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause


What was breached?

11.10.24

Okta’s customer support system

Customers provide HTTP Archive (HAR) files within support cases

HAR files can contain session tokens

Source: https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause 
Classification: Public

https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause


How was it breached?

11.10.24

Access via internal service account

Employee had signed-in to their personal Google profile on the Chrome browser of their 

Okta-managed laptop

Credentials of service account saved in personal Google account

Assumption: Employees Google account or private computer compromised

Source: https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause 
Classification: Public

https://sec.okta.com/articles/2023/11/unauthorized-access-oktas-support-case-management-system-root-cause


Lessons Learned: Root Causes

11.10.24

Insufficient device management

 Prevent technically the usage of private accounts

Missing awareness regarding private and personal account separation

 Awareness trainings for employees

Classification: Public



Cloudflare

11.10.24

CASE #2

Classification: Public



Cloudflare

11.10.24

Provides various security products

(Cloud, DDoS Protection, CDN)

Releases excellent post-mortem analysis blog posts

Was breached due to Okta breach

Fact Box (2023)

California, US

3700

$1,3 billion revenue

Classification: Public



11.10.24Source: https://blog.cloudflare.com/thanksgiving-2023-security-incident 

23 November 2023

The Cloudflare security 

team receives an 

automated alert about a 

change at 15:58

Classification: Public

https://blog.cloudflare.com/thanksgiving-2023-security-incident


Breach Timeline

11.10.24

Okta compromise

Threat actor starts 
probing

Threat actor gains 
access to Atlassian 

services

Threat actor creates an 
Atlassian user account

2023-10-18

2023-11-162023-11-14

Source: https://blog.cloudflare.com/thanksgiving-2023-security-incident 

2023-11-15

Classification: Public

https://blog.cloudflare.com/thanksgiving-2023-security-incident


Breach Timeline

11.10.24

Threat actor takes a 
break from accessing 

Cloudflare systems

Threat actor gains 
persistence

Discovery of the threat 
actor and access 

termination begins

Threat actor access 
terminated

2023-11-17 to 20

2023-11-242023-11-22

Source: https://blog.cloudflare.com/thanksgiving-2023-security-incident 

2023-11-23

Classification: Public

https://blog.cloudflare.com/thanksgiving-2023-security-incident


Why was this breach possible?

11.10.24

Cloudflare failed to rotate 1 service token and 3 service 

accounts after Okta breach

− AWS service account

− Bitbucket service account

− Jira service account

− Confluence service token

It was mistakenly believed that those accounts were 

unused

Source: https://blog.cloudflare.com/thanksgiving-2023-security-incident 
Classification: Public

https://blog.cloudflare.com/thanksgiving-2023-security-incident


Lesson Learned: Root Causes

11.10.24

Assumptions instead of verification

 Always verify assumptions and provided information

Failure of complete credential rotation after 3rd party breach

Credential documentation + full credential rotation after breaches

Classification: Public



Aftermath

11.10.24

Rotation of over 5000 individual credentials

Performed forensic triages on 4893 systems

Reimaged (!) and rebooted every machine in their global network

Source: https://blog.cloudflare.com/thanksgiving-2023-security-incident 
Classification: Public

https://blog.cloudflare.com/thanksgiving-2023-security-incident


Supply Chain Attacks 
are the new normal

11.10.24

Classification: Public



LockBit

11.10.24

CASE #3

Classification: Public



LockBit

11.10.24

Ransomware group

Ransomware as a Service (RaaS)

Leaking data of conducted breaches

Source: https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-165a

Fact Box (2020-2023)

Unknown 

Unknown

$91 million revenue (US)

Classification: Public

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-165a


11.10.24

2024-02-19 16:00 ET

Operation Cronos

Classification: Public



11.10.24

Classification: Public



11.10.24

Classification: Public



11.10.24Picture Source: NCA / Europol
Classification: Public



How did LockBit get breached?

11.10.24

Might be due to:

Classification: Public



11.10.24

Classification: Public



Lesson Learned: Root Causes

11.10.24

Being criminal

 Don't be criminal – stay legal; companies are searching for talents

Critical software patches missing

 Implement patch management

Classification: Public



Fast forward to June

11.10.24Source: https://www.theregister.com/2024/06/06/lockbit_fbi_decryption_key/
Classification: Public

https://www.theregister.com/2024/06/06/lockbit_fbi_decryption_key/


Investing in #Security 
beforehand will be cheaper in 
the long run

11.10.24

Classification: Public



Microsoft

11.10.24

CASE #4

Classification: Public



Microsoft

11.10.24

Offers cloud infrastructure and security services

Customers:

consumers, enterprises and governments

Very valuable target for criminals and nation state actors

Fact Box (2023)

Washington, US

221.000

$212 billion revenue

Classification: Public



16 June 2023

11.10.24

A customer notified 

Microsoft about 

anomalous Exchange 

Online data access

Source: https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/
Classification: Public

https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/


Breach Timeline

11.10.24

MSA signing key leaked:

secure signing environment → 

corporate environment  → 

debugging environment

APT group „Storm-
0558“ compromises 

a Microsoft 
engineer's corporate 

account

Due to log retention 
policies no logs for 
specific exfiltration 

evidence were 
available

„Storm-0558“ 
starts accessing 

customers 
business mails

April 2021

2023-05-15After April 2021

Source: https://msrc.microsoft.com/blog/2023/09/results-of-major-technical-investigations-for-storm-0558-key-acquisition/ 
Classification: Public

https://msrc.microsoft.com/blog/2023/09/results-of-major-technical-investigations-for-storm-0558-key-acquisition/


Breach Timeline

11.10.24

A customer notifies 
Microsoft about 

anomalous Exchange 
Online data access

Microsoft analyses the 
breach and terminates 
the access of “Storm-

0558”

Microsoft gets 
breached by APT 

group “Cozy Bear“

Microsoft struggles 
with APT inside their 

network

2023-06-16

Until at least February 2024

Source: https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/  

January 2024

Classification: Public

https://www.microsoft.com/en-us/security/blog/2023/07/14/analysis-of-storm-0558-techniques-for-unauthorized-email-access/


Signing keys and access with forged tokens

11.10.24

Key types:

− Microsoft account (MSA) consumer signing key

− Azure AD (enterprise) signing keys

Authentication tokens were forged with MSA keys

Enterprise mails were successfully accessed with those forged tokens

Source: https://msrc.microsoft.com/blog/2023/07/microsoft-mitigates-china-based-threat-actor-storm-0558-targeting-of-customer-email/ 
Classification: Public

https://msrc.microsoft.com/blog/2023/07/microsoft-mitigates-china-based-threat-actor-storm-0558-targeting-of-customer-email/


11.10.24

Classification: Public



Developers in the mail system incorrectly assumed libraries 

performed complete validation and did not add the required 

issuer/scope validation. Thus, the mail system would accept a 

request for enterprise email using a security token signed with the 

consumer key.

11.10.24

Microsoft Security Response Center (MSRC)

Source: https://msrc.microsoft.com/blog/2023/09/results-of-major-technical-investigations-for-storm-0558-key-acquisition/
Classification: Public

https://msrc.microsoft.com/blog/2023/09/results-of-major-technical-investigations-for-storm-0558-key-acquisition/


Lesson Learned: Root Causes

11.10.24

Insufficient secret filters on critical paths

 Prevent secret leakage with proper filtering

Assumptions instead of verification (again)

 Always verify assumptions and provided information

Missing validation of authentication data

 Stringent validation of authentication & authorization data at every 

stage
Classification: Public



Aftermath

11.10.24

Excerpt:

Sources:  https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of_the_Summer_2023_MEO_Intrusion_Final_508c.pdf
https://www.cisa.gov/resources-tools/resources/cyber-safety-review-board-releases-report-microsoft-online-exchange-incident-summer-2023

Microsoft Statement: https://blogs.microsoft.com/on-the-issues/2024/06/13/microsofts-work-to-strengthen-cybersecurity-protection/ 
Classification: Public

https://www.cisa.gov/sites/default/files/2024-04/CSRB_Review_of_the_Summer_2023_MEO_Intrusion_Final_508c.pdf
https://www.cisa.gov/resources-tools/resources/cyber-safety-review-board-releases-report-microsoft-online-exchange-incident-summer-2023
https://blogs.microsoft.com/on-the-issues/2024/06/13/microsofts-work-to-strengthen-cybersecurity-protection/


Lessons learned

11.10.24

RECAP

Classification: Public



Recap - Lessons Learned

11.10.24

− Never assume; always verify

− Patch your systems regularly

− Regularly conduct awareness trainings for 

employees

− Implement a comprehensive device 

management

− Rotate all credentials after breaches

− Analyse supply chain dependencies and 
their possible impacts

− Implement Multi-Factor-Authentication
(MFA), for everything that is externally 
reachable

Classification: Public



We are hiring! 

Visit us at our booth for more 
information

11.10.24

Classification: Public



If it‘s reachable

It‘s breachable

11.10.24

Petar 'Hetti' Kosic

Offensive Security Expert

Questions?

Thank You
Classification: Public
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