
Responsibly, in OT.

$ pip install oida-ics[all] · backed by QuellSec
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 aka f0rw4rd

•  at Limes Security

•  at JKU: pentesting.

•  speaker

• , one  �CVE�2023�4346, KNX BCU key), one 
 technique �T0892�.

• : OIDA, knxunlocker, tls-preloader, sthenos-embedded-toolkit.

• , Austrian non-profit.

• github.com/f0rw4rd  · blog.f0rw4rd.xyz
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 is the technology behind power, water, manufacturing, healthcare, everything
with a cyberphysical impact.

• , IT protocols, product/vendor-specific, typical OT
protocols

• Typical issues

◦ Most offensive OT tooling is unsupported, unmaintained, clunky

◦ Tried to reimplement full stacks

◦ One job takes too many tools and too many command lines

◦ Hard to use in nearly air-gapped networks
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• 2008 � 2011� Stuxnet, nmap, modscan, msf

• 2012 � 2014� Project Basecamp, Conpot, Redpoint, many scripts

• 2014 � 2016: larger frameworks e.g. GRASSMARLIN

• 2017 � 2019� ISF, icsmaster, icssploit, all fin ack :-/
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• , uniform syntax, written in python3.

•  under one CLI.

• Syntax is always oida <protocol> <target> .

• .

• Runs , no agent on the device.

• Also supported on Windows (most features)

• : pip install oida-ics[all]  or oida-ics[modbus]
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•  and public hosted

• : e.g. can you crack an MMS password

• Used to ensure that OIDA works (part of CI/CD�

7



8



• : oida discovery eth0  listens promiscuously �LLDP, DCP, mDNS, CDP�.
Nothing transmitted.

• : -a  adds active OT probes + ARP � ICMP

◦ PROFINET DCP, CodeSys, BACnet, KNX, ...

• : oida pcap  gives the same inventory from a capture.
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Feed a capture, get infos quick!

• , six categories, over a PyShark/tshark pipeline

• Per-protocol depth: which commands hit which IOAs, any writes
attempted

• A per-protocol breakdown, as json easy to process
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oida pcap  on an  IEC 104 capture �2022 Ukraine grid, breakers
tripped over IEC 104�.

Not just "IEC 104 seen": which command hit which IOA, and whether it was
control.

12



oida pcap  to parse for credenials:

Plaintext lifted directly; hashes written ready to crack.
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oida <protocol> <target>
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Modbus looks simple. The real-world surface is wider.

• : gateways tunnel RTU frames over 502; OIDA probes both
framings.

• : vendors define codes in 65�72 and 100�110; the only signal is
exception 01 versus a response.

• : 32-bit values arrive big-, little- or word-swapped; all three decoded.

•  and value mappings: read files off a device, learn what Coil 3
means.

• One IP can be 247 devices
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OIDA allows to interact with complex OPC UA data models:

• : recursive BrowseRequest  from the Objects root.

• : values, data types, access levels.

• : security modes, policy URIs, the server certificate.

• 
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Example for an electrical substation:
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✓ ✗ ✓

✗ ✗ ✓

✗ ✗ ✓

✓ partial ✓

partial ✗ ✓

partial ✗ ✓

✓ ✓ ✓
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A ready-to-go black-box fuzzer.
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A -based black-box fuzzer with OT protocols implemented:

• : 30+ protocol fuzzers, many with no scanner at all.

• : boundary values, type confusion, radamsa-style mangling.

• : adapts probes to what each protocol implements.
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fuzz  is the standalone one. The scanners carry a second one: ��fuzz .

• : attacks the protocol implementation: grammar, length fields, state
machine.

• : $ oida modbus <target> ��fuzz -d f32  is 
, never malforms the framing.

• : not the parser, the app behind it. What does firmware do when a
setpoint reads NaN ?

• : hits only , then restores the originals.
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$ pip install oida-ics[all]

More sponsors welcome ���
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