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 Our Experience

• Extensive experience in various areas of IT 
security
‣ Penetration Testing
‣ Security Audits
‣ Red Teaming

• Clients from various industries
‣ Industry
‣ Financial sector
‣ Public sector

• Both IT and OT
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What is NTLM Auth?

• NTLM (NT LAN Manager) is an authentication protocol from Microsoft.
• Based on a challenge-response mechanism.
• Not to be confused with the NTLM hash, which is used for authentication.

‣ Microsoft wants to phase out the authentication protocol, not the hash.
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How NTLM Auth Works
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What is NTLM Relay

• Attack vector where an attacker intercepts an NTLM authentication 
attempt and forwards it to another target

• Various relay possibilities
‣ SMB, MSSQL, Web, LDAP, etc.

• The target thinks that a legitimate user is authenticating
• The attacker gains access to the target system with the user’s privileges

‣ Especially dangerous if the user has high privileges
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NTLM Relay Exampleattack
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How to Get NTLM Relays

• LLMNR (Link-Local Multicast Name Resolution)
‣ Used to resolve hostnames in local networks.
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LLMNR and NBNS

Public 19.10.2026



NTLM Relaying: Old Attacks, New Methods - Benjamin Floriani, Patrick Pongratz

Happens Quickly
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How to Get NTLM Relays

• LLMNR (Link-Local Multicast Name Resolution)
‣ Used to resolve hostnames in local networks.

• IPv6
‣ Preferred since Windows Vista.
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MITM6
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MITM6
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How to Get NTLM Relays

• LLMNR (Link-Local Multicast Name Resolution)
‣ Used to resolve hostnames in local networks.

• IPv6
‣ Preferred since Windows Vista.

• Coercion
‣ Attacker forces the victim to authenticate with a server controlled by the 

attacker.
• Creating DNS entries
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New DNS Entries
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Uncommon Ways of NTLM 

Relays
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Uncommon Ways of NTLM Relays

• Mail
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Hidden Image
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Hidden Image
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Hidden Image
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Uncommon Ways of NTLM Relays

• Mail
• Fileshare
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Fileshare
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Fileshare
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Fileshare

Public 19.10.2026



NTLM Relaying: Old Attacks, New Methods - Benjamin Floriani, Patrick Pongratz

Uncommon Ways of NTLM Relays

• Mail
• Fileshare
• WebClient Service (WebDAV)
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WebClient

• Windows service that allows users to access web-based resources as if 
they were local files.

• Can be abused to trigger NTLM authentication attempts to attacker-
controlled servers.

• Installed by default on Windows Clients, but not on Servers.
‣ Service can be started remotely if needed.
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WebClient
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Uncommon Ways of NTLM Relays

• Mail
• Fileshare
• WebClient Service (WebDAV)
• MSSQL
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Stored Procedures

• MSSQL has stored procedures that can be used to trigger NTLM 
authentication attempts.
‣ xp_dirtree & xp_fileexist
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Uncommon Ways of NTLM Relays

• Mail
• Fileshare
• WebClient Service (WebDAV)
• MSSQL
• Custom Websites!

Public 19.10.2026



NTLM Relaying: Old Attacks, New Methods - Benjamin Floriani, Patrick Pongratz

Websites that access external files
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Where to relay to?
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Where to relay to?

• SMB
‣ SMB Signing is very common nowadays (client & server!)
‣ SMB allows code execution (if admin) or accessing fileshares
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SMB Signing?

• Ensures the integrity and authenticity of SMB messages.
• NTLM relays on the SMB protocol are prevented.
• Increasingly implemented in enterprises.

‣ However, not fully enabled by default on servers.
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Where to relay to?

• SMB
‣ SMB allows code execution (if admin) or accessing fileshares
‣ SMB Signing is very common nowadays (client & server!)

• LDAP
‣ LDAP allows for queries to be executed (add user to group, read LAPS or gMSA 

passwords etc.)
‣ Signing is less common than with SMB, but still increasingly implemented
‣ LDAPS alone does not fix the issue (needs channel binding)
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LDAP Relay

Public 19.10.2026



NTLM Relaying: Old Attacks, New Methods - Benjamin Floriani, Patrick Pongratz

LDAP Signing & Channel Binding?

• LDAP Signing ensures the integrity and authenticity of LDAP messages.
• Channel Binding ties the authentication to the secure channel (e.g., TLS).
• Both are required to prevent NTLM relays on LDAP.
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Where to relay to?

• SMB
‣ SMB allows code execution (if admin) or accessing fileshares
‣ SMB Signing is very common nowadays (client & server!)

• LDAP
‣ LDAP allows for queries to be executed (add user to group, read LAPS or gMSA 

passwords etc.)
‣ Signing is less common than with SMB, but still increasingly implemented
‣ LDAPS alone does not fix the issue (needs channel binding)

• HTTP(S)
‣ ADCS (ESC8)
‣ Exchange
‣ SharePoint
‣ Custom Web Applications
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WebRelayX to Exploit Relay to Web

• New tool to exploit NTLM relays to web servers.
• Automatically steals session cookies.
• Available on our Github: https://github.com/SecCoreGmbH/WebRelayX
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WebRelayX to Exploit Relay to Web

Public 19.10.2026



NTLM Relaying: Old Attacks, New Methods - Benjamin Floriani, Patrick Pongratz

Extended Protection for Authentication (EPA)?

• A security feature that provides additional protection against NTLM relay 
attacks.

• Requires both the client and server to support it.
• When enabled, it binds the authentication to the specific service and 

channel, making relays more difficult.
• Not widely implemented, but increasingly supported in web applications.
• Only protects websites with HTTPS enabled.
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Sources and Targets

SMB LDAP LDAPS HTTP HTTPSTarget →

Source ↓ No Signing Signing required No Signing Signing required
No Channel 

Binding
Channel Binding 

required
No EPA No EPA EPA required

SMB
(Client Signing: 
off)

✓ ✗ ✓ ✗ ✓ ✗ ✓ ✓ ✗

SMB
(Client Signing: 
on)

! ✗ ! ✗ ! ✗ ✓ ! ✗

HTTP ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✓ ✗

✗ = relay blocked ✓ = relay possible ! = requires MIC bypass (CVE-2019-1040 / patch-dependent)
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Mitigations

• Enable SMB Signing
• Disable LLMNR and NBNS
• Enable LDAP Signing and Channel Binding
• Disable NTLMv1
• Regularly review NTLM relays in the environment
• Monitor for unusual authentication attempts

https://seccore.at/de/kategorien/essentials/ https://seccore.at/categories/essentials/
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Thank you for your attention!

 https://seccore.at

 contact@seccore.at

 seccore-gmbh

 SecCoreGmbH

Benjamin Floriani

 benjamin.floriani@seccore.at

 +43 676 328 7126

Patrick Pongratz

 patrick.pongratz@seccore.at

 +43 676 324 1585
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