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Drone Protocols
Overview

Multiple Hobbyist Options
- - - W““’W YT AN \\W.'WW

« DJI OcuSync A L i
o Proprietary and only used in DJI drones " : - —_— =

o Reverse engineered in dji_droneid on Github. --> R - e , .

* TBS Crossfire C ~‘ == : ’« '

o Proprietary, comes in RX/TX modules for DIY drones, from 2016 . - Nt de’a ‘”; D Gt e
o Reverse engineered by g3gg0. wrgr eogt ey i " -

* ExpresstRS
o Open Source, multiple DIY and Buy options, from 2018

Image Source: (Github dji_droneid, 2022)

Why ExpressLRS?:

"We are working against [such modules], jamming [them], but we can’t say that it's 100% perfect
Currently, there isn't a single system in Ukraine that can reliably jam ExpressLRS, especially with its remote
antenna amplifying the signal” : Developer from Obriy Miltech. (Militarnyi, 2024)

. Militarnyi, “Perspective Market of Ukrainian Short-Range EW Systems” (2024).


https://github.com/proto17/dji_droneid
https://www.g3gg0.de/default/fpv-analysis-of-tbs-crossfire/

ExpressLRS

Overview

General

* Insecure by design -->
o But open-source, so modifiable
* LoRa Based

868MHz

* Older

* Lower Bandwidth

* More Robust

¢ Receivable with an RTLSDR

2.4GHz

* Higher Bandwidth

Encryption? #1609
enoahhliss onjun 5, 2022 - 7 comments - 16 replies

What are the devs doing anyway?

e JyeSmith on Dec 4, 2023 | Maintainer
Closing.
This is not a feature the ELRS project is looking to support at this time.
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Image Source: (https://github.c P! RS/Exp! Rs/di:

* Can be coupled in Gemini Mode(Dual Frequency, Dual Antenna)

/1609)

2 replies



ExpressLRS 868MHz

Technical Details

LoRa Parameter

Software

Based on the SX127x Modules
LoRa BW 500kHz

SF6

CR 4/7

Preamble Length 8

Payload Length 8

B}

W09°¥0S 11

V2.X had a major "security vulnerability" (Appleby, 2022).
V3.6.3 can also be eXpIOited. [ O Radio Remote TX O Drone RX O SDR O Second Remote TX ]
V4.X was released Feb 2026 and is also vulnerable.

. Appleby, 2022. Technical Advisory — ExpressLRS vulnerabilities allow for hijack of control link ” https://www.nccgroup.com/research/technical-
advisory-expresslrs-vulnerabilities-allow-for-hijack-of-control-link/
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ELRS OTA STRUCTURE

ExpressLRS SYNC Packet over a LoRa PHY

EU868 example: 200 Hz LoRa, 868.000 MHz center

@ Time-frequency structure of one 5 ms transmission slot
PREAMBLE - 8 up-chi

CODED ELRS SYNC PAYLOAD - data chi

EU868: 13 FHSS channels, 863.275-869.575 MHz - shown: f_FHSS[k] = 868.000 MHz
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§ 250112
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Ts=128 ps
1 2 =4.38 ms on-air time 3

»
time within packet slot (ms)

>
5.0 ms slot — 200 packelsli
>

C Ts =2%SF [ BW = 128 s ) (SX127X - fixed / implicit heauer) C radio CRC disabled ) ( ELRS CRC-14 inside payload) C LoRa FEC - CR 47 )

@ ELRS OTA4 SYNC frame carried by the coded data symbols
BO B1 B2 B3

B4 B5 B6
7 [ o7 o7 07 07 o7
CRC-14 TYPE FHSS OTA RF-rate link
[13:8] 102 index nonce enum options UID[4] UID[5]
6 bits 2bits 8 bits 8 bits 8bits 8 bits 8 bits 8 bits

v ' v M v oy

hop-channel sequence selects 200 Hz free OTAproto. Gem.  TLMratio sw last two UID
state synchronization LoRa profile a PYtes{binding identity)

T
CRC-14 (poly 0x2E57) is split across BO[7:2] and B7

ble/SFD

Important distinction: the LoRa PHY y izes the d “SYNC™ here is the ExpressLRS OTA packet type (0b10).
Basis: ExpressLRS OTA h/ OTA.epp / common.cpp / FHSS.cpp / SX127x.cpp; LoRa chirp-spread-spectrum framing

02/10/2026

8 bytes - 64 bits
B7

07 0
CRC-14
[7:0]

8 bits

data-symbol offsets illus’



ExpressLRS Hacking
Hijacking the Control Link

ELRSDemo

ExpressLRS Sniffer

* Reconstructs drone control packets
+ Displays the control visually

Benefits:
* Inexpensive (~50€) for an SDR-RTL
* Portable -> Windows, Linux, Android

1sAmed

Further work: Py
» This approach may enable the use of smartphones as distributed

. . Demo: Reconstruction of the Drone Uplink
sensor nodes for a perimeter detection system.

| crocode
TR minding phrase: PSVOGT

Frame syne
Center frog: 865.35M

Soapy RTLSDR Source

[cmd| sampie Rate: 21 Bandwidth: 500k
e = it demod | Deinterleaver Hamming dec
Center Freq(Hz) 865 frame_info f o PR o) o oscaang ase [457TT o sore Decosing:rase MN===== S s e

GNU Radio Workflow

. Vogt et al., 2026, “From Passive Capture to Control: Recovering ExpressLRS Link State for Commercial-off-the-Shelf Drone Hijacking”. Submission in preparation.
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ELRS WITH FHSS HOPPING




ELRS SECRET EXTRACTION

HOP

NONCE

RATE

uID[4]

uID[5]

AN\
[ ]

02/10/2026

UID information is encoded in the hop order

CHANNEL —
FHSS WATERFALL

COMPARE, __

UID — 6 BYTES

NOT USED KNOWN

GENERATES

UID-GENERATED FHSS MAP

EIEEEEE]




ELRS DECODING PIPELINE

With an Adalm Pluto SDR:

A 5 second recording reveals the UID
and therefore allows to clone the
remote control -->

This allows to hijack the drone.

02/10/2026

1) CAPTURE /
REPLAY

RF capture
(SDR source or
recorded I/Q file)

ADALM-Pluto or file
source
8-10 MS/s, EU868 band

Reusable
complex64 1IQ
recording

Supports offline replay

for repeatable analysis

3 D Capture / Replay D

2) SYNC-CHANNEL DECODING PATH

Frame Demodlulatlon Gray Deinterleaver Hamming Header Packet " Reoan |
sync lsymbol timing mapping decode decoder classifier
3) FHSS EXTRACTION PATH
Candidate Sy
cir:::“zl channel c::f?putr‘; d Consensus anchor + ordered
Detector translation and chargmel tracker packet/hop FHSS
chirp matching timing sequence

Sync-Channel Decoding

D FHSS Extraction Path

[ ] up Aritact

|| FHss MapArtfact | | Decoded Control Info

Optional known
binding phrase /
UID bytes

CRC
validation

1f no binding

is known, valid
packets can

reveal
UID[4], UID[S],

and
OTA CRC init.

Ve e
4) OUTPUT

)

ARTIFACTS

Artifact 1: UID-related
values (JSON)

- UID[4]
+ UID[5]
OTA CRC init

Decoded control info
+ packet timing
« receiver state

« arming-related state
- primary RC channel values

Artifact 2: FHSS map log

N (JSON)

* map index

« last detected channel
« filled slots
« stable slots

@

| N —

— Dataflow

» Optional input / dependency

Notes / explanatory callouts

10
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Thank you!

Questions?

IT-SECX 2026

Foto: © Johannes Zinner
Philipp-Sebastian Vogt
Philipp.Vogt@ait.ac.at
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