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Which one is fake?
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About me

Jurgen Waldl

LEAD ARCHITECT SECURITY - BASE-IT GMBH

> 20 Jahre IT Infrastruktur & Security Erfahrung | FHSTP Absolvent | MS

Security Nerd | Sports Lover

» Entra ID & Active Directory Security

» Microsoft Sentinel und Detection Engineering

Blog: https://whennotif.io/ » Defender XDR & MS Zero Trust Architektur

LinkedIn: walju juergen.waldl@baseit.at » Al & Agent Security
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LAGEBILD

Phishing erlebt seinen x-ten Friuhling?

Credential Harvesting

AOHell — die Geburtsstunde
des ,,Phishings“

whennotif

2000+

Gefalschte Loginseiten

(schlecht), nachgebaute

Loginportale

REAL THREATS. REAL FIXES. NO THEATER.

2018+

MFA im Vormarsch

Licht am Ende des Tunnels?

2020+

Reverse-Proxy-
Frameworks

Evilginx, Modlishka & Co —

“modernes” Phishing



LAGEBILD

I Der grofRte Einzelvektor ist der Login

28 % 17 % 18 %

PHISHING VALID ACCOUNTS PUBLIC-FACING APPS

und Social Engineering: groRter Anmeldung mit gliltigen, nachstgroRerer Vektor, mit

Einzelvektor in DART-Engagements gestohlenen Credentials Abstand

Quelle: Microsoft Digital Defense Report 2025, CISO Executive Summary

whennotife REAL THREATS. REAL FIXES. NO THEATER.



These methods bypass MFA and enable long-
term access and data exfiltration without

triggering alerts.

MICROSOFT DIGITAL DEFENSE REPORT 2025 - UBER AITM UND DEVICE CODE PHISHING

whennotif REAL THREATS. REAL FIXES. NO THEATER.



I Drei Generationen - (k)eine Losung?

@ ES

GEN 1 - Reverse Proxy GEN 2 - MFA
Downgrade
klassischer AitM Proxy. AitM Proxy “with a twist”.

whennotife REAL THREATS. REAL FIXES. NO THEATER.

é-

GEN 3 - Credential
Relay Phishing

back to the past - but better!



AKT I

Detect

Reverse-Proxy-AitM und die Grenzen clientseitiger

Erkennung

whennotife REAL THREATS. REAL FIXES. NO THEATER.



GEN 1 - MECHANIK

Der Proxy forwarded den gesamten Traffic

Web-Request
https://login.microsoft.aitm.at/

3

a

oy

,»Please visit:

https://login.microsoft.aitm.at/
User - g «

€~

-

Reverse Proxy
(Threat Actor)
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Lreverse-proxied to:“
https://login.microsoftonline.com/

beliebiges Loginportal
https://login.microsoftonline.com



LOSUNG - DETECTION 1

CSS for the win?

CSS

.ext-sign-in-box {
background-image: url(
https://prod-194.westeurope.logic.azure.com/workflows/.../invoke?...
I
}

whennotif REAL THREATS. REAL FIXES. NO THEATER.

10



LOSUNG - DETECTION 1

I CSS for the win?

Web-Request

https://login.microsoft.aitm.at/

v

Web-Request
Custom CSS

3

Microsoft CDN

.ext-sign-in-box {

background-image:
url(https://prod-
01.germanywestcentral.
logic.azure.com:443/wo
rkflows/.....);

}

\ 4

Victim

whennotife

S

Reverse Proxy
(TA)

REAL THREATS. REAL FIXES. NO THEATER.

Custom
Webserver

GET
/background_image.png

https://login.microsoftonline.com




LOSUNG - DETECTION 1

No magic — just CSS

Vom Tenant Branding zum )
Incident

» jeder Aufruf der Anmeldeseite triggert
eine Workflow (Logic App / Function
App)

> Auswertung der eingehenden Anfrage
in der Logic App

» Alarm bei falschem Referrer &

Background Image andert sich

whennotife REAL THREATS. REAL FIXES. NO THEATER.

PLEASE CONTACT YOUR LOCAL IT DEPARTMENT.

Welcome to the Base-IT Test Center!
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SIEM Alert

=. Connection to AitM URL on device detected

efresh

o This is the new. improved incident paoge - Now aenerallv available. You can use the tooo witch back

High New assigned

Status QOverview Entities

Incident timeline Entities
Y Add filter 2 Search
& login.aitm.juergenwaldl.net

Junl13 g Connection to AitM URL on device de... UL
08:35:21 IR

B A intunecc-winil-.intune.cc
Host

= juergen.waldl

13
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LOSUNG - DETECTION 1

SOAR Response

Possible AitM Source for Threat Intelligence found.

base-IT Sentinel

Created 2024-06-13T06:35:52.34¢

URL: https://login.aitm.juergenwaldl.net/

Add to TI Cancel

whennotif REAL THREATS. REAL FIXES. NO THEATER. 14



GEN 1 - DIE ERSTE CHALLENGE...

Microsoft Custom CSS ist deprecated...

Datum Was passiert
05.01.2026 Neue Tenants haben kein Custom CSS Feature
21.07.2026 Altere Tenants ohne bestehende Nutzung kénnen es nicht mehr aktivieren

Ende Okt. 2026

2027

MC1458474 - Microsoft Learn

whennotife

Globales Retirement der Layout- und CSS Positioning-Properties

Vollstandiges Retirement von Custom CSS

REAL THREATS. REAL FIXES. NO THEATER.

15



GEN 1 - EVASION

Evilginx - Filters

PHISHLET / YAML

sub_filters:
- {triggers_on: "login.microsoftonline.com”,
orig_sub: "login", domain: "microsoftonline.com"”,
search: "ext-sign-in-box\\s*\\{[*}] *background-image[*}]*\\}",
replace: """, mimes: ["text/html", "text/css"]}

whennotif REAL THREATS. REAL FIXES. NO THEATER.
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DETECTION ENGINEERING - PHISHGUARD

How to reliably detect and block?

» Befinde ich mich auf » Stimmt die URL mit
einer Microsoft Entra den bekannten
Loginpage? Ia Microsoft Signin Urls
uberein?

whennotif REAL THREATS. REAL FIXES. NO THEATER.

Nein

> Block Signln
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DETECTION ENGINEERING - PHISHGUARD

DOM Signal Detection & Scoring

whennotife

Signal Was wird gepriift?

Microsoft JS-Runtime SConfig / ServerData oder >3 Inline-Script-Marker
Tenant-Branding Tenantld, BannerLogo, UserlllustrationUrl im SConfig
ConvergedSignln PagelD meta name="PagelD"

Microsoft CDN Ressourcen von aadcdn.msftauth.net

... viele weitere DOM-IDs, Body-Klassen, MS-Blau Farbcode,...

REAL THREATS. REAL FIXES. NO THEATER.
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DETECTION ENGINEERING - PHISHGUARD

Detection im Browser

PhishGuard =& Signin toyour account X {3 Bdensions x 4

& O [ O https://login.microsoftoniine.org/common/oauth2/v2.0/authorize?client_id=4765445b-32c6-49b0-83e6-1d93765276calredirect_uri=https%3A%2 F%2Fwww.office.co... AD <) ﬁ

> Lokal im Browser, keine Telemetrie, [ = eoa |
AitM Phishing Attack Detected

WHENNOTIF- AITM BLOCK - DETECTION CONFIDENCE: 85%

keine Cloud

» Community Edition frei auf GitHub, Do notenter your credentiss on this page.
This page is imitating a Microsoft 365 / Azure AD login but is hosted on an

Pro Edition -> contact me! unverified domain. This is a classic Adversary-in-the-Middle (AitM) phishing

attack that steals credentials and session tokens — bypassing MFA entirely.

Suspicious domain: login.microsoftoniine.org

p Details

PhishGuard Community Edition

whennotife REAL THREATS. REAL FIXES. NO THEATER. 19
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Clientseitige Detection funktioniert, solange der

Angreifer mit einem Reverse Proxy arbeitet.

TAKEAWAY - AKT |

REAL THREATS. REAL FIXES. NO THEATER.
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I Drei Generationen - (k)eine Losung?

v/ GEN 1 - Reverse
Proxy

klassischer AitM Proxy.

whennotife REAL THREATS. REAL FIXES. NO THEATER.
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AKT Il

Defend

MFA Downgrade und die einzige Malihahme, die uns

serverseitig hilft...

whennotife REAL THREATS. REAL FIXES. NO THEATER.
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GEN 2 - DEMO

MFA Downgrade, live

whennotif REAL THREATS. REAL FIXES. NO THEATER.
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> servers connect local
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R AN
o >\
\/

|
\VAT AN (I . (R NS NN AL XS
V2L I N P A S ) | \> o [ 1 5Y S8 LY e
Y/ [ DR VR ) DR B I S VI W " i FEE) V.
[ / \/ 7
by Kuba Gretzky (@mrgretzky) version 4.2.0

how much is the phish?

[11:37:43] [inf] connecting to server: local (127.0.0.1:443) [9c2afee3a5105F0b.evilginx]

[11:37:43] [inf] connected to server
[11:37:43] [inf] <kuba@breakdev.org> user connected
local =




GEN 2 - DAS EIGENTLICHE PROBLEM

I Misconfiguration...

WAS PRUFT CA?

» Wurde _irgendeine_ Form von MFA

abgeschlossen?
> Ja

» Token / Session Cookie wird

ausgestellt

whennotife REAL THREATS. REAL FIXES. NO THEATER.

- Security | Conditional Access : Conditional

CAO000-Global-IdentityProtect

Conditional Access policy

Delete ‘=" View policy information " View pol

CAD00-Global-IdentityProtection-AnyApp-A...

Assignments

Users, agents or workload identities (O

All users included and specific users excluded

Target resources ()

All resources (formerly 'All cloud apps')

Network (O

Mot configured

Conditions (&)

0 conditions selected

Access controls

Grant* ()
E 1 control selected

Session * (D

0 controls selected

Grant X

Control access enforcement to block or
grant access. Learn more

O Block access

'@:' Grant access

Require multifactor &
authentication

1 Consider testing the new
“Require authentication
strength". Learn more

Require authentication
strength

A\ "Require authentication
strength" cannot be used with
“Require multifactor
authentication".

Learn more

[ ] Require device to be ®
marked as compliant

[ ] Require Microsoft Entra @
hybrid joined device

Entra — Conditional Access



GEN 2 - DIE ANTWORT

Nicht ob MFA. Welche MFA.

. . || T T TemRTeyr Temenen TMOTWR TR (_) Block access
Authentication Strength — @ Grant access
Users, agents or workload identities () Require multifactor @

authentication
All users included and specific users excluded

» Grant-Control: “Authentication Target resources () A "Require authentication
. Il res s iformerlv 'All ¢l 1y strength” cannot be used with
Strength” forcieren All resources (formerly “All cloud apps’) "Require multifactor
— authentication”.
Netwark () Learn more

» Nur ,sichere” Methoden: FIDO2,

Not configured

Passkeys, WHfB, CBA .
’ ’ Condlitions © Require authentication ®
0 conditions selected strength

| FIDO v

Arress rontrols

Grant-Control der CA-Policy: Authentication Strength

whennotife REAL THREATS. REAL FIXES. NO THEATER.
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Nicht ,Require MFA“, sondern Authentication
Strength!

TAKEAWAY - AKT Il

REAL THREATS. REAL FIXES. NO THEATER.
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I Drei Generationen - (k)eine Losung?

S

v/ GEN 1 - Reverse v GEN 2 - MFA

Proxy

klassischer AitM Proxy.

whennotife

Downgrade

AitM Proxy “with a twist”.

REAL THREATS. REAL FIXES. NO THEATER.
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AKT 111

Disrupt

Credential Relay Phishing - wenn unsere Detection nicht

mehr greift...

whennotife REAL THREATS. REAL FIXES. NO THEATER.
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GEN 3 - DIE TRAGERTECHNIK

Back to the roots: kein Proxy mehr

Browser-in-the-Browser € 5 © % acountsgoogleevilcom/documeny/1122/view * MmO @ :

.' MNexalink_Compensation Report FY2025.docx - Google Docs - O

» Selbst gehostete, statische Falschung % httpsy/accounts google comv3/signin/identifier MowName=GlifWebSignin&fiow...

» Fake-Titelleiste und Fake-URL: reines
HTML/JS

> Nativ in Evilginx Pro 5.0

aus ,,Credential Relay Phishing”, Kuba Gretzky (YouTube)

whennotife REAL THREATS. REAL FIXES. NO THEATER. 30



GEN 3 - DER TIEFPUNKT

I Und hier scheitert jede ,,browser-based” Detection

whennotife

L

.

£ Settings - Priv X . Mexalink_Con X . view-source:h X . view-sourcech: X + — D X

+ @ @ view-sourcehttps://accounts.google.evil.com/?rgia=swiBDal * =D @ :

f <3pan style="position:absolute;left:-4552px"»<span>quarrelsomeness free</ span><span>ze &
ncing</span></span></form>
<i style="position:absolute;left:-5843px"><span>stop poet as</span><span>ked</span></ix</div>
</fdivy
<fdivy
<«footer class="celebratedLabrador”>
<div class="shakenKnowing™>
¢select> <option>English (United States)< /option:
coptionsEspafiol«/option:
<option*Frangais</option>
<option>Deutsch</option: <option>Italiano</option>
¢option>Portugués/option:
coption>ch3</option>  <option:B&EE« foption: <option:T2 0« option>

</select>
o fdivey ing wvedr <div class="indicateHonestly">

<a href="§"><span>He</span><span>l</spanx<span>p</span»</a>

<a href="#"><span>Prid</span><span>vacy«</span></a> : <a href="#"»<span>Te</span>
<span:r</span><span>ms</span></a»
< /div> </footer> ¢scriptrconst _@x2585b8=_6x92fd; function _Oa&ﬂl!-q‘, }{const _@wB4152e=
[ "WQtd TEVdSEKIWT T cLCkkFeu3jBoy " , "nmkghBkbDEk /WeWRCEBoLcrBdIcBoRG” , "WOBrWSe ThWWdO1Xg " , "aCoyluTdTa" , " yNWBWEhdNmkEWR]
HIhcLd7dSTal" , " fatdLatdS2FyyhxdTmk+FFy ' , "W GDEKNT Tc\xbZEBBdOmkzbG " , ' W7 thQgHpmoR FCkIj LdeVdF cMCkuBBaZby ® , " Wdathl
JbSotWOBCGq4” , "WSeZWRSVEBoM' , 'WORAUISIWS8ShCoBWSYcQopolI8mxa " , "WRPSOmkhva ' , " yCkubBkACSkSWTEIvBon1WtdKIVieQa/ dLBouk

amkAWRzZE" , "WSyPWESTWRG ", * BmoRWySWQ] SWEBAMQDIWQBCUCOHF CkeWQ7cKi' , "WDrvZVdTteRe24bsqlcHg  , * imkgeCkrvSk /W
', "tBkyWPaLWPNARG' , ' iCkleSkBymksW7e9sG" , 'WOOLyCKKWANCIgrX ' , "WQLdVSkchyOWQVcG2ya' , * WAFIWEL JWQmNtxqNbmo/ WPBCUISCS

EMFWWMPI'. "CSohWe 1k Bk /WSZoRbldSSkbfu3dNGhes4K ", "WRAmSmsTdlq" , "WOSUtrBdVIOKWQzkWOmZ 8oy ", Wil

Obfuskation: randomisierte Namen, zerstlckelter Text,...

REAL THREATS. REAL FIXES. NO THEATER.
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Wir spielen solange Katz- und Maus bis phishing-
resistant MFA zur Pflicht wird...

TAKEAWAY - AKT Il

REAL THREATS. REAL FIXES. NO THEATER.
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I Drei Generationen - (k)eine Losung?

@ 3

v/ GEN 1 - Reverse v/ GEN 2 - MFA
Proxy Downgrade
Der Angreifer leitet die echte Der Angreifer blendet die
Seite durch und schneidet den starken Methoden aus, bevor
Token mit. der User wahlt.

whennotife REAL THREATS. REAL FIXES. NO THEATER.

é-

v/ GEN 3 - Credential
Relay

Der Angreifer braucht die echte

Seite gar nicht mehr.

33



AKT IV (?)

A glimpse into future

whennotif REAL THREATS. REAL FIXES. NO THEATER.
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The "new kid” on the block?

Passkey Registration
Phishing

Authenbicator

{Device/Browser) Malicious Extension

Clicks "Sign in with a passkey”

» Was wenn bereits die Registrierung

des Passkeys gephisht wurde?

“Logged in sucoessiulby]

Authenticator

{Device/Browser) Malicious Extension

* https://labs.sqrx.com/passkeys-pwned-Odbddb7adela

whennotif REAL THREATS. REAL FIXES. NO THEATER.

Browser/'Client App Server (Backend)

Reguast authentication oplions
e ———————————————————————
PR

navigator.credentials.get{options)

Farged signatune
e

Send authenticalion data

Authanticalion succasshul +
[E=T: FIWT token)

Browsar/Cliant App Servar (Backend)




| Call to action - Prevention

1 - Conditional Access

. auf ,Authentication Strength“ konfigurieren

3 - Registrierung

dieselbe MFA Starke auch fiir die Registrierung von

MFA Methoden verlangen

whennotife REAL THREATS. REAL FIXES. NO THEATER.

ES

2 - Authentication Methods

Phishbare Methoden (TOTP, SMS/Phone Call, etc.) abschalten,
nicht nur Auth Strength erzwingen.

4 - Response

,Session Revoke“-Funktion nutzen anstatt

,Passwort zurilicksetzen”.

36



Und bei der Detection?

DETECT

» SIEM Use Cases:

— Sign-in-Logs auf “weak” Methods bei Accounts mit

»Phishing-resistent MFA“-Pflicht prifen

— Untypische SignIn Properties (Location, User Agent,

etc.)

whennotif REAL THREATS. REAL FIXES. NO THEATER.

FRUHWARNUNG

» PhishGuard als zusatzliche Schicht im Browser

> Ein User-Report-Kanal, der tatsachlich gelesen

wird

37



| Und bei der Detection?

I DETECT Q Conditional Access & MFA — Identity Access Ana

base IT GmbH - Ersteller Jiirgen Waldl - Datenquelle signintogs (+ Nonl ive / ServicePrincipal)

| Info einblenden:: Nein ~ | | Zeitraum: Last 30 days ~ | | User (UPN): Alle ~ | = Anwendung: Alle ~ | | Ergebnis: Alle ~ | | MFA-Methode: OATH verification code ~~ | | CA-Policy: Alle ~ |

Overview  Conditional Access Report-Only Impact MFA Methoden SMS/Voice Deprecation  Legacy Auth  Failures  Service Principals  Investigation

» Workbooks zur visuellen Anom: | M SMs & Voice MFA Deprecation — Readiness

A n a |y S e & Microsoft Retirement (Ankuendigung 13.07.2026): Entra ID stellt SMS-OTP und Voice-Call als MFA ein. ab 01.09.2026 automatische Passkey-Registration-Prompts - 30.10.2026 Deadline eigener Telco-Provider - 01.02.2027 Microsoft
Tab zeigt die tatsaechliche Rest-Mutzung von Telefonie-MFA fir die Migrationsplanung.

SMS-OTP Voice-Call betroffene User Telefonie-Anteil
Sign-ins Sign-ins nutzen Telefonie % aller MFA.

I ‘ Migrations-Liste: User mit Telefonie-MFA

User mit SMS/Voice-Nutzung

User T. Nutzungen T, Methoden Ty Zuletzt T. Apps
sabine.gierlinger@wag.at ['Text message”] 9/28/2026, 9:21:28.891 AM ["konfipay (portal.konfipay.de)","My Signins"]
markus.kehrer@wag.at 3 [Text message"] 8/31/2026, 2:39:33.912 PM ["konfipay (portal.konfipay.de)”]

whennotife REAL THREATS. REAL FIXES. NO THEATER. 38



Und bei der Detection?

DETECT

» SIEM Use Cases:

— Sign-in-Logs auf “weak” Methods bei Accounts mit

»Phishing-resistent MFA“-Pflicht prifen

— Untypische SignIn Properties (Location, User Agent,

etc.)

» Workbooks zur visuellen Anomalieerkennung &

Analyse

whennotif REAL THREATS. REAL FIXES. NO THEATER.

FRUHWARNUNG

» PhishGuard als zusatzliche Schicht im Browser

> Ein User-Report-Kanal, der tatsachlich gelesen

wird

39
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The end of this talk.

Phishing to be continued...

Jurgen Waldl - base-IT GmbH

_ . . whennotif.io
» PhishGuard Community Edition:

github.com/waljue/phishguard-community

whennotife REAL THREATS. REAL FIXES. NO THEATER.
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