
A Study of CBOR Parser behavior

Parsing CBOR Is A Minefield
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Whoami

• Jakob Pachmann
• Offensive Security (OSCP, BSCP)
• Friction Points with CBOR so far: None
• Currently finishing my Masters - which is 

where this topic comes from
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What this talk is not about

• A parser/decoder analyzes data according to a format’s syntax 
rules and identifies its structure to produce values the application 
can use, such as integers, strings, or maps.

• Automated comparison of 11 parsers 
• Crash / Hang / Timeout? 
• Single / Illegal Acceptance?

• Combination of probing methods to increase testing surface: 
Manual, Fuzzing, Differential testing, CVE Analysis

• Introduction to difficulties and learnings from building the test 
suite
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What this talk is not about 

• Comprehensive analysis of all cbor parsers out there (cbor.io: 54)
• Analysis of all configurations of a single parser
• Test across different hardware configurations
• Analysis of (correctness of) output
• Analysis of higher-level issues (COSE, CWT, CDDL, WebAuthn...) 
• All results preliminary: ongoing thesis work, results open to 

change
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What this talk is actually about

• The scientific method
• Trying to take shortcuts and 

getting stuck
• Sharing my struggles
• Memes maybe
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0x6443424F52CBOR
RFC 8949 
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WTF is CBOR
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WTF is CBOR
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CBOR is… complicated

• Derived from MessagePack, adds extensibility via tags and 
formalization as standard

• Prominent in authentication (Fido, Passkeys, Webauthn), and IoT 
(CoAP).

• Apparently, part of quite a few packages:
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CBOR is… complicated – Payload 

Type Additional Info

• <24 → contains “N” itself
• 24/25/26/27 → look 1/2/4/8 

bytes ahead
• 31 → indefinite length till stop 

code (0xFF)

[  3 bits major type (0-7)  | 5 bits additional info (0-31)  ]
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CBOR is… complicated – Tags & Simple vals

• Simple Values (Type 7): false, 
true, null, undefined (f4-f7), e.g.:
111 10100 --> false
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CBOR is… complicated – Tags & Simple vals

• Simple Values (Type 7): false, 
true, null, undefined (f4-f7), e.g.:
111 10100 --> false

• ~300 Tags registered (June 2026) 
at IANA
• Most of these just add semantic 

meaning → Test for “invalid”
• Notable exceptions:

Tag Meaning

25 reference the nth previously seen string

29 reference nth marked [by Tag 28] value
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Some examples

00
20
61 61
82 01 02
9f 01 02 ff
a1 01 02

[  3 bits major type (0-7)  | 5 bits additional info (0-31)  ]  0xFF → Stop

0 1 2 3 4 5 6 7

uint Neg. int: -1 - N Byte string Text string array map Tag Simple/float

Hex
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Some examples

00
20
61 61
82 01 02
9f 01 02 ff
a1 01 02

000 00000 
001 00000 
011 00001 011 00001 
100 00010 000 00001 000 00010
100 11111 000 00001 000 00010  111 11111 
101 00001 000 00001 000 00010

Hex Binary

[  3 bits major type (0-7)  | 5 bits additional info (0-31)  ]  0xFF → Stop

0 1 2 3 4 5 6 7

uint Neg. int: -1 - N Byte string Text string array map Tag Simple/float14



Some examples

00
20
61 61
82 01 02
9f 01 02 ff
a1 01 02

0
-1
“a”
[1, 2]
[1, 2]
{1: 2}

000 00000 
001 00000 
011 00001 011 00001 
100 00010 000 00001 000 00010
100 11111 000 00001 000 00010  111 11111 
101 00001 000 00001 000 00010

Hex Binary Decoded

[  3 bits major type (0-7)  | 5 bits additional info (0-31)  ]  0xFF → Stop

0 1 2 3 4 5 6 7

uint Neg. int: -1 - N Byte string Text string array map Tag Simple/float15



CBOR is… complicated – Payload
A2646E616D65654A616B6F6263616765181D 
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{
" name": "Jakob",
"age": 29
}

CBOR is… complicated – Payload
A2646E616D65654A616B6F6263616765181D 

A2 # map(2)
64            # text(4)

6E616D65   # "name"
65            # text(5)

4A616B6F62 # "Jakob"
63            # text(3)

616765     # "age"
18 1D         # unsigned(29)Want to try for yourself? 
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CBOR is… complicated - Parser Variations

• Stream parsers vs. One-Shot Parsers – What do we do with 
leftover data?

• Rejection vs replacement of invalid data with stream parsers
• Generic vs Extended Data Model (Tags, mostly)
• Strictness differs widely and is at times highly configurable
•→ Often, finding the ”base” implementation is pretty hardTM
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Parser selection

• Criteria: 
• Widely used
• Open source
• Different languages
• … In hindsight, that might have been an issue
• Past CVEs?

• Parsers:
 tinycbor libcbor cbor2 (py)

cbor2 (js) cborg node-cbor

PeterO.Cbor ciborium fxamacker/cbor

com.upokecenter.cbor jackson-dataformat-cbor
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Differential Testing Harness
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Workflow

23



Specification Analysis
1. Read the RFC (64 Pages of 

riveting prose)
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Specification Analysis
1. Read the RFC (64 Pages of 

riveting prose)
2. Make notes of edge-cases
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Specification Analysis
1. Read the RFC (64 Pages of 

riveting prose)
2. Make notes of edge-cases
3. Find a random repo with 

testcases
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Specification Analysis
1. Read the RFC (64 Pages of 

riveting prose)
2. Make notes of edge-cases
3. Find a random repo with 

testcases
4. Use testcases and notes to 

come up with ~30 
testcases
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Specification Analysis
1. Read the RFC (64 Pages of 

riveting prose)
2. Make notes of edge-cases
3. Find a random repo with 

testcases
4. Use testcases and notes to 

come up with ~30 
testcases

5. Let’s get testing!
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Fuzzing

• Increase the test-surface: introduce fuzzing 
• 7 different languages; that is an issue
• I know about afl++, lets go with that and see what happens
• It needs a corpus of base payloads to start with; luckily I have just 

the thing!
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Workflow
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Workflow
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Fuzzing

• Increase the test-surface: introduce fuzzing 
• 7 different languages; that is an issue
• I know about afl++, lets go with that and see what happens
• It needs a corpus of base payloads to start with; luckily I have just 

the thing!
• Wow, results! Let’s immediately try them against all parsers

32



Workflow
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Workflow

34



Fuzzing

• Increase the test-surface: introduce fuzzing 
• 7 different languages; that is an issue
• I know about afl++, lets go with that and see what happens
• It needs a corpus of base payloads to start with; luckily I have just 

the thing!
• Wow, results! Let’s immediately try them against all parsers
• The differential testing harness also worked quite well
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Workflow
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Workflow
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Fuzzing

• Increase the test-surface: introduce fuzzing 
• 7 different languages; that is an issue
• I know about afl++, lets go with that and see what happens
• It needs a corpus of base payloads to start with; luckily I have just 

the thing!
• Wow, results! Let’s immediately try them against all parsers
• The differential testing harness also worked quite well
• At this point I thought I was pretty much done
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New parser, more & structured payloads

• One parser is EoL and recommends switch → No problem, my 
approach is extensible
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New parser, more & structured payloads

• One parser is EoL and recommends switch → No problem, my 
approach is extensible

• Restructure and recreate the manually created dataset: 
Valid/invalid is not enough; there is also malformed data → 68 
Vectors
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New parser, more & structured payloads

• One parser is EoL and recommends switch → No problem, my 
approach is extensible

• Restructure and recreate the manually created dataset: 
Valid/invalid is not enough; there is also malformed data → 68 
Vectors

• More payloads (spoiler: >200 from afl++): Random permutations 
with radamsa
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New parser, more & structured payloads

• One parser is EoL  (node-cbor) and recommends switch to cbor2 
→ No problem, my approach is extensible

• Restructure and recreate the manually created dataset: 
Valid/invalid is not enough; there is also malformed data → 68 
Vectors

• More payloads (spoiler: >200 from afl++): Random permutations 
with radamsa
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Interjection – Validity and Well-Formedness

• Payloads can be
• Well Formed: Syntax correct

• …and Valid: Syntax correct, Semantics correct
• …and Invalid: Syntax correct, Semantics incorrect

• Malformed: Syntax incorrect

• Syntax: “can I read this?” 
• Semantics: “does it (what I just read) make sense?”
• Malformed (Appendix F.): Too much/too little data, Syntax error
• Invalid

• 5.3.1. Basic validity: Duplicate keys in a map, Invalid UTF-8 string
• 5.3.2. Tag validity: Inadmissible type or value for tag content
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Interjection – Validity and Well-Formedness - Quiz 

01
9f 01 02
82 01 02
c0 01

Hex Binary Verdict

[  3 bits major type (0-7)  | 5 bits additional info (0-31)  ]
 
0xFF → Stop

0 1 2 3 4 5 6 7

uint Neg. int: -1 - N Byte string Text string array map Tag Simple/float45



Interjection – Validity and Well-Formedness - Quiz 

01
9f 01 02
82 01 02
c0 01

000 00001
100 11111 000 00001 000 00010
100 00010 000 00001 000 00010
110 00000 000 00001 

Hex Binary Verdict

[  3 bits major type (0-7)  | 5 bits additional info (0-31)  ]
 
0xFF → Stop

0 1 2 3 4 5 6 7

uint Neg. int: -1 - N Byte string Text string array map Tag Simple/float46



Interjection – Validity and Well-Formedness - Quiz 

01
9f 01 02
82 01 02
c0 01

Valid: 1
Malformed: [1, 2
Valid: [1, 2]
Invalid: int 1 /= string

000 00001
100 11111 000 00001 000 00010
100 00010 000 00001 000 00010
110 00000 000 00001 

Hex Binary Verdict

[  3 bits major type (0-7)  | 5 bits additional info (0-31)  ]
 
0xFF → Stop

0 1 2 3 4 5 6 7

uint Neg. int: -1 - N Byte string Text string array map Tag Simple/float47



New parser, more & structured payloads

• One parser is EoL and recommends switch → No problem, my 
approach is extensible

• Restructure and recreate the manually created dataset: 
Valid/invalid is not enough; there is also malformed data → 68 
Vectors

• More payloads (spoiler: >200 from afl++): Random permutations 
with radamsa

• Input for radamsa should be diverse, and using the observed 
crashes as input might find more crashes!
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Workflow
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Workflow
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Workflow
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Analysis

• Talk was accepted, so the clock is ticking: Responsible disclosure 
for the crashes found with libcbor and tinycbor

• So lets dig deeper and earn some CVEs!
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Analysis - Fuzzing seems promising…
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Analysis - …until further inspection

libcbor Tinycbor
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Analysis - What’s left?

• Talk was accepted, so the clock is ticking: Responsible disclosure 
for the crashes found with libcbor and tinycbor

• So lets dig deeper and earn some CVEs!
• …
• Redo the fuzzing run, using the (real) crashes/hangs of libcbor

Stage 1: Denial
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Workflow
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Workflow
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… Damn
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Analysis - What’s left?

• Talk was accepted, so the clock is ticking: Responsible disclosure 
for the crashes found with libcbor and tinycbor

• So lets dig deeper and earn some CVEs!
• …
• Redo the fuzzing run, using the (real) crashes/hangs of libcbor
• Let’s redo the payloads again and try to find something worth 

presenting

Stage 2: Anger
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Specification Analysis – final_final_2

60



Specification Analysis

• Invalid (edge-cases, specific mentions in RFC)
• Malformed (Mostly Appendix F.1 – great source, lots of examples)
• Valid (edge cases, reference values)
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Analysis - Parsers are acting weird

• There are clear patterns in the outcomes table
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Analysis - Parsers are acting weird

• There are clear patterns in the outcomes table
• Oh no
• Is there something wrong with my parsers? Did I introduce this 

behavior like with tinycbor?
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Analysis - Parsers are acting weird

• There are clear patterns in the outcomes table
• Oh no
• Is there something wrong with my parsers? Did I introduce this 

behavior like with tinycbor?
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Let’s push it

Problem

• Manual creation of payloads 
pushing the limits is tedious / 
impossible

• Generated Payloads measure 
in the KB/MB

Solution
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Analysis - What’s left?

• Talk was accepted, so the clock is ticking: Responsible disclosure 
for the crashes found with libcbor and tinycbor

• So lets dig deeper and earn some CVEs!
• …
• Redo the fuzzing run, using the (real) crashes/hangs of libcbor
• Lets’s redo the payloads again and try to find something worth 

presenting
• CVE analysis!

Stage 4: Depression
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CVE Analysis – 
Overview
• 11 CVEs, 9 relevant (2 dups)
• Most (7/9) are DOS

• Buffer overflow
• Uncontrolled recursion
• Inefficient Sorting

• Notable Exceptions:
• Information Disclosure
• Privilege Escalation
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CVE Analysis – 
jackson-dataformat-cbor (CVE-2020-28491)
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CVE Analysis – 
jackson-dataformat-cbor (CVE-2020-28491)
• For chunked data, memory is eagerly allocated
• E.g.: 

0x5A7FFFFFFF -->
010 11010    0111_1111 1111_1111 1111_1111 1111_1111
2       26     2147483647
→ new byte[2147483647]

• This is interesting, but already included in my dataset
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CVE Analysis – tinycbor (CVE-2025-20025, 
CVE-2025-24302)
• Both caused by 

recursion, both fixed in 
0.6.1

• Fixed by introducing 
nesting limit

• Also interesting, but 
nesting was one of the 
first things to look for
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CVE Analysis – 
PeterO.Cbor (CVE-2024-21909)

74



CVE Analysis –  PeterO.Cbor (CVE-2024-
21909)
• Issue with the sorting of map: 

Sort() on a List runs in O(n log n)
• POC: very long maps, e.g. 

>200.000
• Interesting, probably won’t 

occur too often. Still added to 
my collection
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Workflow
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Workflow
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Workflow
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Workflow
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Workflow
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Results!
Hundreds of CVEs, Fame & Fortune?
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Results – Parser comparison

• Honestly: this is still very much ongoing
• There is so much to look at

82



Results – Parser comparison

• Honestly: this is still very much ongoing
• There is so much to look at
• Some examples
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Results – Parser comparison
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Results – Parser comparison

• Honestly: this is still very much ongoing
• There is so much to look at
• Unfortunately, the most interesting results are still in the 

disclosure process
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Summing Up

• Cbor is complicated → Reality is complicated
• libcbor is not safe against memory leakage by default, even their 

own example skips the necessary flag
• Most vulnerabilities are DOS

Stage 5: Acceptance
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Summing Up

• Cbor is complicated → Reality is complicated
• libcbor is not safe against memory leakage by default, even their 

own example skips the necessary flag
• Most vulnerabilities are DOS
• 80/20 Rule still stands

What I ordered What I got

CVEs
bug bounty

Finished Thesis

Pain & suffering
Sleepless nights

Confusion

Stage 5: Acceptance
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Summing Up

• Cbor is complicated → Reality is complicated
• libcbor is not safe against memory leakage by default, even their 

own example skips the necessary flag
• Most vulnerabilities are DOS
• 80/20 Rule still stands
• Anyone looking for a Masters thesis? There is still so much to do!

What I ordered What I got

CVEs
bug bounty

Finished Thesis

Pain & suffering
Sleepless nights

Confusion

Stage 5: Acceptance
88



Questions?
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