Parsing CBOR Is A Minefield

A Study of CBOR Parser behavior



Whoami

e Jakob Pachmann
* Offensive Security (OSCP, BSCP)
* Friction Points with CBOR so far: None

* Currently finishing my Masters - which is
where this topic comes from

Jakob.pachmann@proton.me
https://www.|pac.at

Github: vOxycOn
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What this talk is about

* A parser/decoder analyzes data according to a format’s syntax
rules and identifies its structure to produce values the application
can use, such as integers, strings, or maps.

* Automated comparison of 11 parsers
* Crash/Hang/ Timeout?
* Single / Illegal Acceptance?

* Combination of probing methods to increase testing surface:
Manual, Fuzzing, Differential testing, CVE Analysis

* Introduction to difficulties and learnings from building the test
suite



What this talk is not about

* Comprehensive analysis of all cbor parsers out there (cbor.io: 54)
* Analysis of all configurations of a single parser

* Test across different hardware configurations

* Analysis of (correctness of) output

* Analysis of higher-level issues (COSE, CWT, CDDL, WebAuthn...)

* All results preliminary: ongoing thesis work, results open to
change



What this talk is actually about

* The scientific method

* Trying to take shortcuts and
getting stuck

* Sharing my struggles
* Memes maybe




CBOR

RFC 8949



WTF is CBOR

CBOR

RFC 8949 Concise Binary Object Representation

“The Concise Binary Object Representation (CBOR) is a data format whose design goals include the
possibility of extremely small code size, fairly small message size, and extensibility without the need
for version negotiation.”




WTF is CBOR

JSON data model

CBOR is based on the wildly successful JSON
data model: numbers, strings, arrays, maps
(called objects in JSON), and a few values such as
false, true, and null.

No Schema needed

One of the major practical wins of JSON is that
successful data interchange is possible without
casting a schema in concrete. This works much
better in a world where both ends of a
communication relationship may be evolving at
high speed.

Embracing binary

Some applications that would like to use JSON
need to transport binary data, such as encryption
keys, graphic data, or sensor values. In JSON,
these data need to be encoded (usually in base64
format), adding complexity and bulk.

Concise encoding

Some applications also benefit from CBOR itself
being encoded in binary. This saves bulk and
allows faster processing. One of the major
motivators for the development of CBOR was the
Internet of Things, which will include very simple,
inexpensive nodes where this counts.

Stable format

CBOR is defined in an Internet Standard,
RFC 8949. The format has been designed to be
stable for decades.

Extensible

To be able to grow with its applications and to
incorporate future developments, a format
specification needs to be extensible. CBOR
defines tags as a mechanism to identify data that
warrants additional information beyond the basic
data model. Both future RFCs and third parties
can define tags, so innovation is “permissionless”
but can still be coordinated.




CBOR is... complicated

* Derived from MessagePack, adds extensibility via tags and
formalization as standard

* Prominent in authentication (Fido, Passkeys, Webauthn), and loT
(CoAP).

* Apparently, part of quite a few packages:

[~/Documents/Masterarbeit’
- : t remove libcbor-dev libcbore.1@
[sudo] password for jakob:
The following packages were automatically installed and are no longer required:

libsimdjson3® libwtmpdb® openjdk-21-jre openjdk-21-jre-headless
Use "sudo apt autoremove®' to remove them.

REMOVING:

summary :
Upgrading: @, Installing: @, Removing: 14, Not Upgrading: 1682
Freed space: 79.5 MB




CBOR s... complicated — Payload

[ 3 bits major type (0-7) | 5 bits additional info (0-31) ]

Type

Major Type Meaning Content

0 unsigned integer N

1 negative integer -1-N -

2 byte string N bytes

3 text string N bytes (UTF-8 text)

4 array N data items (elements)

5 map 2N data items (key/value pairs)
6 tag of number N 1 data item

7 simple/float

Table 1: Overview over the Definite-Length Use of CBOR Major Types (N =
Argument)

Additional Info

e <24 - contains “N” itself

e 24/25/26/27 - look 1/2/4/8
bytes ahead

* 31 =2 indefinite length till stop
code (OxFF)

10



CBORs... complicated - Tags & Simple vals

* Simple Values (Type 7): false,
true, null, undefined (f4-f7), e.g.:
11110100 --> false

11



CBORs... complicated - Tags & Simple vals

Tag Data Item Semantics
° Si m p le Va lu es (Typ e 7) . fa lSe , 0 text string Standard date/time string; see Section 3.4.1
. . 1 integer or float Epoch-based date/time; see Section 3.4.2
true’ nu ll’ u ndefl ned (f4 f7)’ e.g. * 2 byte string Unsigned bignum; see Section 3.4.3
1 1 1 1 O 1 O O - > fa lS e 3 byte string Negative bignum; see Section 3.4.3
° NSOO TagS I’egiSte red (June 2026) 4 array Decimal fraction; see Section 3.4.4
5 array Bigfloat; see Section 3.4.4
at IA NA 21 (any) Expected conversion to base64url encoding; see Section 3.4.5.2
° M oSt Of th ese J ust a d d Seman t|C 22 (any) Expected conversion to base64 encoding; see Section 3.4.5.2
mean | ng % Te St fo r « | nva l| d » 23 (any) Expected conversion to base16 encoding; see Section 3.4.5.2
o N Ota b l,e exce ptIO ns: 24 byte string Encoded CBOR data item; see Section 3.4.5.1
32 text string URI; see Section 3.4.5.3

Meaning 33 text string base64url; see Section 3.4.5.3

: c 34 i base64; Section 3.4.5.3
25  reference the nth previously seen string sl aseod; see Section
36 text string MIME message; see Section 3.4.5.3
29 reference nth marked [by Tag 28] value
55799 (any) Self-described CBOR; see Section 3.4.6

Table 5: Tag Numbers Defined in RFC 7049 12



Some examples

Hex

00

20

61 61
820102
9f 01 02 ff
al10102

[ 3 bits major type (0-7) | 5 bits additional info (0-31) ] OxFF - Stop

uint Neg.int: -1-N Bytestring  Text string array SlmpleVﬂoat



Some examples

Hex Binary
00 000 00000
20 001 00000
6161 01100001 0110000
8201 02 10000010 00000001 00000010
9f 01 02 ff 10011111 00000001 00000010 11111111
a10102 101 00001 00000001 00000010
[ 3 bits major type (0-7) | 5 bits additionalinfo (0-31) ] OxFF > Stop

uint Neg.int:-1-N Bytestring  Text string array SlmpleY‘float



Some examples

Hex

00

20

61 61
820102
9f 01 02 ff
al10102

Binary

000 00000
001 00000
01100001 0110000
10000010 000 00001
10011111 000 00001

101 00001 000 0000~

[ 3 bits major type (0-7) | 5 bits additional info (0-31) ]

uint Neg.int: -1-N Bytestring  Text string array Slmpleﬁloat

Decoded

000 00010 11, 2]
00000010 11111111 [1, 2]
000 00010 {1: 2}

OxFF - Stop



CBORIs... complicated - Payload

A2646E616D65654A616B6F6263616765181D

16



CBORIs... complicated - Payload

.646E61 6D65654A616B6F6263616765181D

A2 #map(2)
64 # text(4)
{ 6E616D65  #"name"
"name": "Jakob", 65 # text(5)
"age": 29 4A616B6F62 # "Jakob"
} 63 # text(3)
EiRE 616765 # "age."
18 1D # unsigned(29)

Want to try for yourself? )
https://cbor.me
17



CBORs... complicated - Parser Variations

* Stream parsers vs. One-Shot Parsers — What do we do with
leftover data?

* Rejection vs replacement of invalid data with stream parsers
* Generic vs Extended Data Model (Tags, mostly)

* Strictness differs widely and is at times highly configurable

« = Often, finding the "base” implementation is pretty hard™

18



Parser selection

* Criteria:
* Widely used
 Open source
Different languages
... In hindsight, that might have been anissue

* Past CVEs?
* Parsers:
tinycbor libcbor cbor2 (py)
cbor2 (js) cborg node-cbor
PeterO.Cbor ciborium fxamacker/cbor

com.upokecenter.cbor jackson-dataformat-cbor

19



Csoing AWS
Low ’
{CLOAK e redisson

s+ tailscale é E M U

1, 96 Bluesky -

Solr ~ elasticsearch

Apache

20



Differential Testing Harness

test_vectors.json

— ¥ -
. — T — parser_*.c / .py / .js
binaries/ harness )

cs /.rs / .go [/ Java

report.html report.csv report.stderr.jsonl

22
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Status: Internet Standard

Obsoletes: 7049
See Also: STD 94
More info: Errata exist | Datatracker| IPR | Info page
° ° ° °
S f t n A n l Stream: Internet Engineering Task Force (IETF)
pecification Analysis | =
STD: 94
Obsoletes: 7049
Category: Standards Track
Published: December 2020
1. Read the RFC (64 Pages of

Authors: C. Bormann P. Hoffman

r |Ve tl N g p FroOS e) Universitét Bremen TZI  ICANN

RFC 8949
Concise Binary Object Representation (CBOR)

Abstract

The Concise Binary Object Representation (CBOR) is a data format whose design goals include the possibility
of extremely small code size, fairly small message size, and extensibility without the need for version
negotiation. These design goals make it different from earlier binary serializations such as ASN.1 and
MessagePack.

This document ohsoletes RFC 7049, providing editorial improvements, new details, and errata fixes while
keeping full compatibility with the interchange format of RFC 7049. It does not create a new version of the
format.

Status of This Memo

This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force (IETF). It represents the consensus of the
IETF community. It has received public review and has been approved for publication by the Internet
Engineering Steering Group (IESG). Further information on Internet Standards is available in Section 2 of RFC
7841.

Information about the current status of this document, any errata, and how to provide feedback on it may
be obtained at https://www.rfc-editor.org/info/rfc8949. 24




Specification Analysis

1. Read the RFC (64 Pages of
riveting prose)

2. Make notes of edge-cases

Thoughts About... CBOR_RFC8949_Security_Aspects

Summary

Reading the RFC to find edge cases for my corpus.

Content

Data model - what abstract values can be expressed (e.g. "String"), vs
Syntax/encoding - the concrete bytes used to represent them (e.g. {"key":"value"})
CBOR uses JSONs syntax and extends its data model
Data formats:
There is no requirement that all data formats be uniquely encoded; that is, it is
acceptable that the number "7" might be encoded in multiple different ways.
The structures supported are limited to arrays and trees;
Encoders
An encoder and a decoder need to be implementable in a very small amount of code
(for example, in class 1 constrained nodes --- This means 10KB RAM, 100KB disk size).
The format should use contemporary machine representations of data (for example, not
requiring binary-to-decimal conversion).
A decoder MUST NOT return a decoded data item when it encounters input that is not a well-
formed encoded CBOR data item [...] --> Interesting

Testcases

Check for feeding Data Streams to the parsers, | think not all of them know how to deal with
that; --> Check for all parsers if they have "stream decoders"
In the basic (unextended) generic data model --> what is the extended data model, should |
test that too? 25

false, true, null,and undefined (simple values identified by 20..23, Section 3.317)



Specification Analysis

1. Read the RFC (64 Pages of
riveting prose)

2. Make notes of edge-cases

3. Find a random repo with
testcases

¥ master - F © Go to file +

}E cabo Oops; generic decoders won't preserve stream... aba89b6 - 13 years ago )

[3 README.md Add columns for hex-encode... 13 years ago

[3 appendix_a.ison Qops; generic decoders won'... 13 years ago

07 README £ =
test-vectors

This repo collects some simple test vectors in machine-processable
form.

appendix_a.json

All examples in Appendix A of RFC 7049, encoded as a JSON array.
Each element of the test vector is a map (JSON object) with the keys:

e cbor: a base-64 encoded CBOR data item

* hex: the same CBOR data item in hex encoding

« roundtrip: a boolean that indicates whether a generic CBOR encoder
would typically produce identical CBOR on re-encoding the
decoded data item (your mileage may vary)

+ decoded: the decoded data item if it can be represented in JSON

« diagnostic: the representation of the data item in CBOR diagnostic
notation, otherwise

To make use of the cases that need diagnostic notation, a diagnostic

natatinm mrintar ic eniallhy all that ic naadad-: dacradas tha CROID Arint tha

= test-vectors Fublic & Watch 1 - % Fork 7 - 7 Star 24 -

About

This repo collects some simple
test vectors in machine-
processable form.

0 Readme

v Activity

(= Custom properties

v 24 stars

& 1watching

% 7 torks

Repaort repository

Releases

No releases published

Packages

Mo packages published

Contributors 2

J;S_,:I cabo

%,
e

~ chor

26




Specification Analysis

1. Read the RFC (64 Pages of
riveting prose) r ~{Documents/Masterarbeit_bak_06_14/Testcasesfinvalid_vectors.json - Mousepad

File Edit Search View Document Help

2. Make notes of edge-cases BEROBC x

]
]

3. Find a random repo with
testcases

'ZELF",

'644945",

r
'truncated text string (declared & bytes, 2

4. Use testcases and notes to
come up with ~30
testcases

1
P
3
FA
5
6
Fi
8
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Specification Analysis

1. Read the RFC (64 Pages of
riveting prose) r ~{Documents/Masterarbeit_bak_06_14/Testcasesfinvalid_vectors.json - Mousepad

File Edit Search View Document Help

2. Make notes of edge-cases BEROBC x

]
]

3. Find a random repo with
testcases

'ZELF",

'644945",

r
'truncated text string (declared & bytes, 2

4. Use testcases and notes to
come up with ~30
testcases

5. Let’s get testing!

1
P
3
FA
5
6
Fi
8

28



Fuzzing

* Increase the test-surface: introduce fuzzing
» 7/ different languages; that is anissue
* | know about afl++, lets go with that and see what happens

* |t needs a corpus of base payloads to start with; luckily | have just
the thing!

29
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Fuzzing

* Increase the test-surface: introduce fuzzing
» 7/ different languages; that is anissue
* | know about afl++, lets go with that and see what happens

* |t needs a corpus of base payloads to start with; luckily | have just
the thing!

* Wow, results! Let’s immediately try them against all parsers

32
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Fuzzing

* Increase the test-surface: introduce fuzzing
» 7/ different languages; that is anissue
* | know about afl++, lets go with that and see what happens

* |t needs a corpus of base payloads to start with; luckily | have just
the thing!

* Wow, results! Let’s immediately try them against all parsers
* The differential testing harness also worked quite well

35
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Fuzzing

* Increase the test-surface: introduce fuzzing
» 7/ different languages; that is anissue
* | know about afl++, lets go with that and see what happens

* |t needs a corpus of base payloads to start with; luckily | have just
the thing!

* Wow, results! Let’s immediately try them against all parsers
* The differential testing harness also worked quite well
* At this point | thought | was pretty much done

39



New parser, more & structured payloads

* One parser is EoL and recommends switch = No problem, my
approach is extensible

40



New parser, more & structured payloads

* One parser is EoL and recommends switch = No problem, my
approach is extensible

* Restructure and recreate the manually created dataset:
Valid/invalid is not enough; there is also malformed data - 68
Vectors

41



New parser, more & structured payloads

* One parser is EoL and recommends switch = No problem, my
approach is extensible

* Restructure and recreate the manually created dataset:
Valid/invalid is not enough; there is also malformed data - 68
Vectors

* More payloads (spoiler: >200 from afl++): Random permutations
with radamsa
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New parser, more & structured payloads

* One parseris EoL (node-cbor) and recommends switch to cbor2
- No problem, my approach is extensible

* Restructure and recreate the manually created dataset:
Valid/invalid is not enough; there is also malformed data - 68
Vectors

* More payloads (spoiler: >200 from afl++): Random permutations
with radamsa

mkdir fuzzing/corpus_ 5/
-0 fuzzing/corpus_ 5f _%n.cbor -n 1000 cbor_binary/*.cbor

python3 cbor_to_vectors.py fuzzing/corpus_ 5 > Testcases/ 1988 _5.json
python3 harness.py -—vectors Testcases/ 1000 _5.json -——out ./reports/ _1e8e_5

43



Interjection — Validity and Well-Formedness

* Payloads can be

* Well Formed: Syntax correct
e ...and Valid: Syntax correct, Semantics correct
e ...andInvalid: Syntax correct, Semantics incorrect

* Malformed: Syntax incorrect
* Syntax: “can | read this?”
* Semantics: “does it (what | just read) make sense?”
 Malformed (Appendix F.): Too much/too little data, Syntax error

* Invalid
* 5.3.1. Basic validity: Duplicate keys in a map, Invalid UTF-8 string
* 5.3.2. Tag validity: Inadmissible type or value for tag content

44



Interjection — Validity and Well-Formedness - Quiz
Hex Binary Verdict

01

9f 01 02

82 0102

c0 01

[ 3 bits major type (0-7) | 5 bits additionalinfo (0-31) ] Tag Data Item Semantics

0 text string Standard date/time string; see Section 3.4.1

OxFF - Stop

uint Neg.int: -1-N Bytestring  Text string array Slmple‘ﬁloat



Interjection — Validity and Well-Formedness - Quiz

Hex Binary Verdict
01 000 00001

9f 01 02 10011111 00000001 00000010
820102 10000010 00000001 00000010

c0 01 110 00000 000 00001
OXEE S Stop 0 text string Standard date/time string; see Section 3.4.1

uint Neg.int: -1-N Bytestring  Text string array Slmple??loat



Interjection — Validity and Well-Formedness - Quiz

Hex Binary Verdict
01 000 00001 Valid: 1
Of 01 02 10011111 00000001 00000010 Malformed:|[1, 2

820102 10000010 00000001 00000010 Valid:[1, 2]

c0 01 110 00000 000 00001 Invalid: int 1 /= string
OXEE S Stop 0 text string Standard date/time string; see Section 3.4.1

uint Neg.int:-1-N Bytestring  Text string array Slmple‘}’?loat



New parser, more & structured payloads

* One parser is EoL and recommends switch = No problem, my
approach is extensible

* Restructure and recreate the manually created dataset:
Valid/invalid is not enough; there is also malformed data - 68
Vectors

* More payloads (spoiler: >200 from afl++): Random permutations
with radamsa

* Input for radamsa should be diverse, and using the observed
crashes as input might find more crashes!
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Analysis

* Talk was accepted, so the clock is ticking: Responsible disclosure
for the crashes found with libcbor and tinycbor

* So lets dig deeper and earn some CVES!
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Analysis - Fuzzing seems promising...

0

Session Actions Edit View Help

AFL (./fuzzing/parser_libcbor_fuzz)
1 days, 13 hrs, 37 min, 21 sec 291
® days, 14 hrs, 46 min, 8 sec 1945
@ days, 21 hrs, 20 min, 49 sec
@ days, 1 hrs, 2 min, 7 sec 104
1170%121 (60.2%) 13.77% / 54.34%
0 (0.00%) 6.76 bits/tuple
havoc 257 (13.21%)
329/800 (41.12%) 297 (15.27%)
66.0M
4934 /sec 993 (@ saved)
1/16.8k, 2/16.8k, 0/16.8k 12
e/21e@, 0/2098, 0/2094 ]
2/146k, @/293k, @/292k 6]
B/18.9k, 8/79.7k, 8/117k 1825
8/37.8k, 0/37.8k, @/0, 8/0 ]
1915/64.4M, 0/0 100.00%

unused, unused, unused, unused
21.97%/436k, 99.81%
+ + " C

Writing fuzzing/out_libcbor/default/fastresume.bin
[+] fastresume.bin successfully written with 229281 bytes.
[+] We're done here. Have a nice day!

—( ve - [~/Documents/Masterarbeit]

=l jakeb@darth-kali: ~[Documents/Masterarbeit

Session Actions Edit View Help

AFL (./fuzzing/parser_tinychor_fuzz)
1 days, 13 hrs, 51 min, 23 sec 12.2k
none seen yet 371
@ days, 14 hrs, 29 min, 12 sec
none seen yet 2

37@%8580 (99.7%)

0 (0.00%) 6.83 bits/tuple
havoc 29 (7.82%)
148/320 (46.25%) 0 (0.00%)
203M
5435/sec 8 (@ saved)

e/e, o/8, a/0 19

e/e, o/0, o/0 6]

e/e, o/e, a/e0 6]

e/e, o/8, a/0 251

/e, o/, /0, a/0 5]

7/91.0M, 0/0 100.00%

unused, unused, unused, unused

n/a, nfa 50%
tat “cas”[

Writing fuzzing/out_tinychor/default/fastresume.bin
[+] fastresume.bin successfully written with 39883 bytes.
[+] We're done here. Have a nice day!

[ [~/Documents/Masterarbeit]




Analysis - ...until further inspection

libcbor Tinycbor

. .. — CborError consume(CborValue #*i
[Security] Uncontrolled memory allocation in © cborError err:
cbor_load() allows DoS via small crafted input #418 while (!cbor value at end(it)) {
if (cbor value is container(it)

ChorValue inner:
err = chor value enter container(it, &inner);

P Assignees
Benjamin608608 cpened on Apr 1 11: I' err T aturn e Fre
b No one assigned e { = Ll - ’

Summary err = consume(&inner);
Labels [ - 'SP | - = e
1T (err) return err;
Uncontrolled memory allocation in cbor_lead() allowsa small crafted CBOR invalid [ |: ar value leave _ t inerl(it L
input (as few as 5 bytes) to trigger allocation of gigabytes of memory, causing €rr = Cbor_value_leave_containerilt, &lnner);
denial of service. Projects if [ err : return err i
err = cbor value advance(it);
{E PJK on Apr 4 Owner +++ if (err) return err;
€

This is WAI. The intended mechanism to limit memory allocation is using a
custom allocator via cbor_set_allocs, which is more general and also handles return CborNoError:
e.q. memory bloat via large string headers.




Analysis - What’s left?

* Talk was accepted, so the clock is ticking: Responsible disclosure
for the crashes found with libcbor and tinycbor

* So lets dig deeper and earn some CVES!

* Redo the fuzzing run, using the (real) crashes/hangs of libcbor

55
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... Damn

(./fuzzing/parser_tinycbor_fuzz)

18 hrs, 29 min, 9 sec
yet
yet

yet

[ O T T T R
M M M =
M M M

=

198.81388 (57.¢

o (0.00% 7.10 bits/tuple

havoc 26 (7.56
ry

11/12 (91.67 ) (0.¢
439M ? (@ save

B!
B!

d,
(@ saved]

a/ ;
e/@, o/
0/0. 0/
e/@, 0/ 183
e/@, 0/9, 0/0 5}
@, 3gM, B0/0 100 .00%
unused, unused, unused, unused
nfa, n/a




Analysis - What’s left?

* Talk was accepted, so the clock is ticking: Responsible disclosure
for the crashes found with libcbor and tinycbor

* So lets dig deeper and earn some CVES!
* Redo the fuzzing run, using the (real) crashes/hangs of libcbor

* Let’s redo the payloads again and try to find something worth
oresenting
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Specification Analysis —final_final_2

18. Security Considerations
https://github.com/cborftest-vectors/blob/master/appendix_a.json
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Specification Analysis

* Invalid (edge-cases, specific mentions in RFC)
* Malformed (Mostly Appendix F.1 — great source, lots of examples)
* Valid (edge cases, reference values)

"hex": "coaa",

"description”: "Inadmissible type for tag content: tag 0 (datetime) 0 % _[~/Documents/Masterarbeit
content MUST be a text string”, - : select(.class "invalid”) length’ Testcases/probe_vectors.json
"class": "I id"

"cate Ik \
"subc 3.2. Tag validity", = - -[~/Documents/Masterarbeit

alid") length’' Testcases/probe_vectors.json

-[~/Documents/Masterarbeit]

"hex": "c@69796573746572646179" L formed™) length’ Testcases/probe_vectors.json

"description"
-[~/Documents/Masterarbeit

Fri @02 Oct 2026 14:00:57 IST




Analysis - Parsers are acting weird

* There are clear patterns in the outcomes table
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W 0 = oW AW N =@

foopsef2abca
389a081b7bf
dB82076687474
eg819
f3f3a081adad
f9f3elbeB82a0
fef3a080a6fe
f3a080e0b980
eBf3a08080a3
fb7e37e43c88
fof3a08laafc
228089308120
612b2f763332
f280f15ff35f
818caBabfe
efbeadfé
e281a964cabs
d82087668efhe
9fe18202039f
98190102033
f3a0e2808880
910102030405
81lbef3e28086
fb8Ba7e43cB8
focd0l

chor2

accepted

libchor

rejected

tinycbor

accepted

jackson

accepted

upokecenter

accepted (0.

fxamacker

rejected

ciborium

rejected

petero

rejected

node-chor

rejected

cborg

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

accepted

accepted

accepted

accepted

accepted (0.

rejected

accepted

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

accepted

accepted

accepted

accepted

accepted (0.

rejected

accepted

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

accepted

accepted

accepted

accepted

accepted (0.

rejected

accepted

rejected

rejected

rejected

accepted

accepted

accepted

accepted

accepted (0.

rejected

accepted

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

accepted

accepted

accepted

accepted

accepted (0.

rejected

accepted

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected (0.

rejected

rejected

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected (0.

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected (0.

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected (0.

rejected

rejected

rejected

rejected

rejected

accepted

rejected

accepted

accepted

accepted (0.

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected (0.

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected

rejected (0.

rejected

rejected

rejected

rejected

rejected

accepted

accepted

accepted

accepted

accepted (0.

accepted

accepted

accepted

accepted

accepted

accepted

ele|eo|eo|o|e|o|o|o|e|o|e|e|e|e|e|o|e|e|e|e|e|e|e|e

accepted

accepted

o|lo|o|o|o|ec|o|oc|o|o|o|o|e|o|o|o|o|o|o|(e|e|e|e|e|e

accepted

o | | =2 =Rl o~ @<= | = o= | @|k= |||

accepted (0.

accepted

accepted

accepted

o|lo|o|o|eo|ec|o|oc|o|e|e|o|e|ec|ec|oc|o|e|e|e|e|e|e|e|e

accepted

accepted

divergence




libcbhor ciborium divergence

<] HEELER P EL ISl accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.1 accepted (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected
1 it BELEAL O accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.0 accepted (0.8 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected
2 GEPLPGIEYEVER accepted (0.0 accepted (0.8 accepted (0.0 accepted (8.1 accepted (0.0 rejected (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected
3 e819 accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.1 accepted (0.8 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected
4 EREELENELELE accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected
5 (VSN P ETUE accepted (0.0 accepted (0.8 accepted (0.0 accepted (0.0 accepted (0.8 rejected (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected
6 (AR ERELETS- accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.1 accepted (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected
7 (SELELELLEETVE accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.0 accepted (0.8 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected
8 CLMVRELELEECE accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected
9 TSl accepted (0.0 accepted (0.8 accepted (0.0 accepted (0.1 accepted (0.8 rejected (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected
il ELEAEEN I accepted (0.0 accepted (0.0 accepted (0.0 accepted (0.0 accepted (0.0 rejected (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected

CyichR LR accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.1 accepted (0.8 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

(3Pl AU EEyM accepted (0.0 accepted (0.8 accepted (0.0 accepted (0.1 accepted (0.8 rejected (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected

(LR Rl accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

818caBabdf6b rejected (0.0 rejected (0.0 rejected (0.0 rejected (8.1 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

efbeadfé accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

CYRRERLESEL R accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.0 accepted (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

GEPLYGUEIRE rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

RNk pLop ki rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.1 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

LY LPLEIEN rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.1 rejected (0.8 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

iECEPERERELE accepted (0.0 rejected (0.0 accepted (0.0 accepted (0.0 accepted (0.0 rejected (9.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

IR LELEGLE rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.1 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

AL P rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.1 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected (0.0 rejected

CLLEYELST ) accepted (0.0 accepted (0.0 accepted (0.0 accepted (0.1 accepted (0.8 accepted (0.0 accepted (0.0 accepted (0.0 accepted (0.0 accepted

0 accepted (0.0 0 1 8 0 accepted (0.0 (0] 0 accepted

foc40l accepted (0. accepted (0.0 accepted (0.1 accepted (0.0 accepted (8. accepted (0.0 accepted (0.




Analysis - Parsers are acting weird

* There are clear patterns in the outcomes table
* Ohno

* |s there something wrong with my parsers? Did | introduce this
behavior like with tinycbor?
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Analysis - Parsers are acting weird

* There are clear patterns in the outcomes table
* Ohno

* |s there something wrong with my parsers? Did | introduce this
behavior like with tinycbor?

ﬂ Implemented: Stream / ltem ﬂ Supports: Stream / ltem n reaction on trailing data Data Model: Basic / Extendedﬂ Strictness /Validation

chor2 (js) single-item single-item, stream error Extended -

ciborium single-item single-item error Extended -

fxamacker/cbor single-item single-item, stream error Extended built-in (?)

tinycbor single-item single-item, stream ignore Extended cbor_value_validate()

libcbor single-item single-item, stream ignore Extended cbor_set_allocs(), cbor_stream_decode()

cbor2 (python) single-item single-item, stream ignore Extended allow_duplicate_keys, allow_indefinite, max_depth
cborg single-item single-item, stream ignore only with "cborg/extended" - ("focused on strictness")

node-cbhor single-item single-item, stream ignore Extended max_depth, preventDuplicateKeys

PeterO.Cbor single-item single-item, stream ignore Extended ?

com.upokecenter.cbor single-item single-item, stream ignore Extended strict by default (?)

jackson-dataformat-cbor single-item single-item, stream ignore Extended strict by default (?) p

66



Let’s push it

Problem

* Manual creation of payloads
pushing the limits is tedious /
iImpossible

* Generated Payloads measure
in the KB/MB

Solution

67



"source": "rfc verbatim

"generator”: ["nested map indefinite", 10000080],
"description”": "168.000.000 nested maps with indefinite length"
nested array definite(n): "class”: "valid
return (b"\x81" * n + b"\x00") "category": "§10 Security Considerations",
"subcategory": "Resource exhaustion",
"source": "rfc generated"

r

nested array indefinite(n):
return (b"\x9f" * n + b"\x@0" + b"\xff" * n)

"generator”: ["nested map definite®, 100060006
nested map definite(n): "description": "10.000.000 nested maps with fixed length"
return (b"\xal\x@1l" * n + b"\x00") "class": "valid
"category": "§10 Security Considerations"”,
"subcategory": "Resource exhaustion",
"source": "rfc generated"

r

nested map indefinite(n):
return (b"\xbf\x@1" * n + b"\x00" + b"\xff" * n)

"generator”: ["nested array indefinite", 1000600608],
"description": "18.000.000@ nested arrays with indefinite length",

i, vec in enumerate(vectors): nclass": "valid",

if "hex"™ in vec: "category": "§l1@ Security Considerations",
VEVAGED bytes. fromhex(vec["hex"]) "subcategory": "Resource exhaustion",

else:
name, n = vec["generator"]
payload = getattr(generators, name)(n)

"source": "rfc generated"

"generator": ["nested array definite", 10000080],
SR : . : "description": "10.000.000 nested arrays with fixed length",
path = str(bindir / payload filename(vec, payload)) nclass™: "valid

if not Path(path).exists(): "category": "§10 Security Considerations"”,
Path(path).write bytEE{paleadll "subcategory": "Resource exhaustion",
"source": "rfc generated"




Analysis - What’s left?

* Talk was accepted, so the clock is ticking: Responsible disclosure
for the crashes found with libcbor and tinycbor

* So lets dig deeper and earn some CVES!
* Redo the fuzzing run, using the (real) crashes/hangs of libcbor

* Lets’s redo the payloads again and try to find something worth
oresenting

* CVE analysis!
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Stage 4: Depression



CV E An d lyS | S — CVE Analysis

TinyCBOR

Ove rVi eW https://nvd.nist.gov/vuln/detail/CVE-2025-20025

https://nvd.nist.gov/vuln/detail/CVE-2025-24302

cbor2
° 1 1 CVES, 9 re leva Nt (2 dups) https:/fnvd.nist.gov/vuln/detail/CVE-2024-26134
https://nvd.nist.gov/vuln/detail/CVE-2026-26209
° MOSt (7 /9) are DO S https://nvd.nist.gov/vuln/detail/CVE-2025-68131
https://nvd.nist.gov/vuln/detail/CVE-2025-64076
° BUffer ove rﬂOW Jackson-dataformat-cbor: https://nvd.nist.gov/vuln/detail/CVE-2020-2849
e Uncontrolled recursion | |
https://nvd.nist.gov/vuln/detail/CVE-2024-23684
* |Inefficient SOrting GHSA-mm44-wc5p-wahq? 8
. PeterO.Cbor
* Notable Exceptions: https://nvd.nist gov/vuln/detail/CVE-2024-21909
. . . GHSA-cxw4-9qv9-vxbh
Information Disclosure
* Privilege Escalation
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CVE Analysis -
jackson-dataformat-cbor (CVE-2020-28491

66 + ff 2.11.4: [dataformats-binary#186] Avoid OOME/DoS for bigger binary;
a7 + f/ read only up to 258k
68 + protected final static int LONGEST_NON_CHUNKED_BINARY = 258_888;
69 +
2437 - byte[] b = new byte[len];
2438 - if (_inputPtr >= _inputEnd) {
2439 - loadMoreGuaranteed();
2448 + return _finishChunkedBytes();
2449+ }
2468  + // Mon-chunked, contiguous
2461 | + if (len > LONGEST_NON_CHUNKED_BINARY) { i
2452 + /f [dataformats-binary#186]: avoid immediate allocation for longest
2453 + return _finishlLongContiguousBytes(len);
2454 + ¥
2455 +
2456 + final byte[] b = new bytellenl;
2457  + final int explen = len;
2458 + if {_inputPtr »>= _inputEnd) {
2459  + if (!loadMore()) {
2468+ _reportIncompleteBinaryRead(explLen, 8);
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CVE Analysis -
jackson-dataformat-cbor (CVE-2020-28491)

* For chunked data, memory is eagerly allocated

* E.8.:
Ox5A7FFFFFFF -->
01011010 O11T1_1111 11111111 11111111 1111_1111
2 26 2147483647
- new byte[2147483647]

* This is interesting, but already included in my dataset
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CVE Analysis - tinycbor (CVE-2025-20025,
CVE-2025-24302)

* Both caused by

(~/Documents/Masterarbeit/tinycbor]

reCU rSion, bOth fixed in log eline v@.6.0..v0.6.1 recursion

2455693 fix(pretty): advance to the end of the iterator if limit was hit

- [~/Documents/Masterarbeit/tinycbor]

0.6.1
L show e692445

* Fixed by introducing R Loy
o o o Date: Tue Feb 4 16:48:
nesting limit

CBOR-to-JSON: Limit how deep we process nested containers
Y Al 1 1 b 1024 levels will probably be good enough for everyone, like
SO Inte reStIng’ Ut chorparser.c. For those ”r'n'r whom it isn't, they ::.;l.n set the limit during
. the build.
nesting was one of the _
. . We already had this for the plain parser, so TinyCBOR wouldn't cause a
stack overflow in case of a malformed stream (intentionally or not) when
fIrSt thl ngs to lOOk for simply parsing and advancing over the stream. This same prétectiun

wasn't applied to the content converting from CBOR to JSON.

Signed-off-by: Thiago Macieira <thiago.macieira@intel.com>
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CVE Analysis -
PeterO.Cbor (CVE-2024-21909

Description

Impact

Due to this library's use of an inefficient algorithm, it is vulnerable to a denial of service attack when a maliciously crafted input is
passed to DecodeFromBytes or other CBOR decoding mechanisms in this library.

Affected versions include versions 4.0.0 through 4.5.0.

This vulnerability was privately reported to me.

Patches

This issue has been fixed in version 4.5.1. Users should use the latest version of this library. (The latest version is not necessarily
4.5.1. Check the NuGet page to see the latest version's version number.)

Workarounds
Again. users should use the latest version of this Iit:-rary.

In the meantime, note that the inputs affected by this issue are all CBOR maps or contain CBOR maps. An input that decodes to a
single CBOR object is not capable of containing a CBOR map if—

= it begins with a byte other than 0x80 through O0xDF, or
* it does not contain a byte in the range Oxa0 through OxBF.

Such an input is not affected by this vulnerability and an application can choose to perform this check before passing it to a CBOR
decoding mechanism.
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CVE Analysis — PeterO.Cbor (CVE-2024-

21909)

* |Issue with the sorting of map:
Sort() on aListruns in O(n log n)

* POC: very long maps, e.g.

>200.000

* Interesting, probably won’t
occur too often. Still added to

my collection

7945
7946
7947
7948

7949
7958

7951
7952

7953

16
17
18
19
2@
21

4 EEEE

7945
7946
7947

7948
7949

7958
7951
7952

7953

+ Version 4.5.1

+

+

+

- Fix reported security issue
Version 4.5:

- Add support for JSOM Pointers and JSON Patches

CBOR/Peter0/Cbor/CBORObject.cs [0

7945,9 +7945,9 @@ private static int MapCompare(

var sortedASet = new List<CBORObject>(mapA.Keys);
var sortedBSet = new List<CBORObject>(mapB.Keys);
// DebugUtility.Log(" sorting mapA's keys")
sortedASet.Sort();

f/ sortedASet.Sort();

// DebugUtility.Log(" sorting mapB's keys")
sortedBSet.Sort();

ff sortedBSet.Sort():

// DebugUtility.Log(" done sorting®);
listACount = sortedASet.Count;

listBCount = sortedBSet.Count;
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Workflow
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Results!

Hundreds of CVEs, Fame & Fortune?
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Results — Parser comparison

* Honestly: this is still very much ongoing
* There is so much to look at
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Results — Parser comparison

* Honestly: this is still very much ongoing

e There is so much to look at

* Some examples

diagnosti hex
fffeaz
cab7cd8f96a081
cB97

cab6c@

€252000027 10 FFFFFFFFFFfffrrrffFrrrrfrrrrrrrree
i= »

cb905fbbff
d820766874e2808e78616d706c652e636T6d
fffef3ans19boz629foz2e3daffff
cab4f3ab8le28lasacfiafBBbaazonff
daffffes

c25a00002710ffe2ffFffffffffffffffffffrffffrfff
41 & »

32000000
c
574100

malformed
malformed
malformed

radamsa
radamsa
radamsa
radamsa

radamsa

radamsa
radamsa
radamsa
radamsa
radamsa

radamsa

rejected
rejected
accepted
rejected

accepted

rejected
rejected

rejected

rejected
rejected
rejected
rejected
rejected

rejected
rejected
rejected

tinycbor

rejected
accepted
accepted
accepted

accepted
accepted
rejected
accepted
rejected

rejected
rejected
rejected

(0.08s)
(9.005)
(0.081s)

rejected (0.11s)
accepted (8.69s)
rejected (08.09s)

rejected
rejected
rejected
rejected
rejected

rejected (©.03s)
rejected (@.
rejected (©.03s)

fxamacker
rejected
rejected
rejected
rejected

rejected
rejected
rejected
rejected
rejected

rejected (8.88s)
rejected (8.88s)
rejected (8.88s)

rejected
rejected
rejected
rejected
rejected

rejected (0.80s)
rejected (0.060s)
rejected (0.80s)

(8.04s)
(8.03s)
(8.03s)

rejected
rejected
rejected

rejected
rejected
rejected
rejected
rejected

rejected
rejected
rejected

rejected
rejected
rejected

rejected
rejected
rejected
rejected
rejected

(0.055) rejected
(0.055) rejected
(8.855) rejected

rejected
rejected
rejected

rejected
rejected
rejected
rejected
rejected

(0.865) rejected
(0.865) rejected
(8.07s) rejected
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Results — Parser comparison

diagnostic / hex libcbor tinychor jackso
a%a9a9a9a9a9a99a49f40160

fuzz_libecbor timeout (5.29s) rejected

9a5a002e2e2effffffffff2e2e2d2e925a00002¢2e8888 malformed fuzz libchor timeout (6.55s) re d (0.885) rejected (0.42s jecte 0 c (0. ) rejected 00s) B.22 i ( } rejected
92a38297929a292ef97e009280a397929a2e2e fOfffFTf malformed fuzz libcbor timeout (5.24s) rejected B87s) rejected (0.40 ejecte C cted . rejected 80s) 8. d (0. )} rejected
bfofbfafbfffffeeeel2bfofofbfo00000000000009b00 malformed fuzz Llibchor rejected (3.16s) Q= d 00s) rejected . e 0.03 T (e. ) rejected 00s) c 0. d s} rejected
9a48ffffff928e9217ffffff928e9217187c640002fdf9 malformed fuzz libchor WEEREIEE h (2. re d rejected (8. ej - cted - rejected 00s) 8. d rejected
a9%a%a9a99%as5affffo2ff malformed fuzz libcbor QESEEIaL] h (3.1¢ re d (8.01s) rejected s .03 cted (8. rejected 00s) c 0. d (0.09s) rejected
b999999a5af fffffffa917 malformed fuzz_libcbor h (3. ri d 81s) rejected (0.22s ej - d . rejected 80s) 8. j d (0. )} rejected
928e928092353535353535353535353535353535353535 malformed fuzz libcbor RISl c h (4. r d (8.01s) rejected -16s .83 (0. rejected 00s) 8. d (8. } rejected

b7b7b7b728282828282828212828282828282828434343 malformed fuzz libcbor WESEEE crash (3. rejected 01s) rejected (0. ej : . e d - rejected 00s) 0. i d (0. )} rejected

927 100 malformed fuzz libchor QEEEhElee:l] h 01s) rejected (0.18 € € - = d (0.00s) rejected 8. d 25) rejected

10 9a3a72363636363636369236363692000192000100809a malformed fuzz libchor WSS h (3.0 s} rejected (@. ej € .83 e d .00s) rejected 00s) 8. i d s) rejected
11 acBcal 8! 858585858585858585858 malformed fuzz libcbor BESETELL] c h (3. rejected 01s) rejected (0.22s e € - e d .00s) rejected 00s) e 0. d 2s5) rejected
12 928e714949494949494949494949494949494992809291 malformed fuzz libchor WSS c h (3.12 re d (0.81s) rejected (0.15s | .83 = d .00s) rejected 00s) ;N i d 10s) rejected
13 8292928001922e2e2e2e2ea9a9a9a9a97fffa9a9a9a97a malformed  fuzz libcbor re d (0.80s) rejected (0.12s ej = - d (0.00s) rejected 00s) B. j d (0. rejected
14 92929280922e2e2e2e2eT97200928092923bF FFfffffff malformed fuzz Llibchor h r d (8.01s) rejected s .03 d (0.01s) rejected 00s) 0. d 09s) rejected
15 aaaaaaaaa: EEE malformed fuzz_libcbor h 60 r rejected (@. € € - d .00s) rejected 00s) B. j d (0. )} rejected
16 €281828181818181819a490100000800ffff802ea6a6ab malformed fuzz libcbhor h (2.78 015} rejected s .03 d (8.005) rejected 00s) 0. rej d 09s) rejected

17 92dadadadesh 7b7b7b77Fb7b1b7b7 malformed fuzz_ libchor s crash re 81s) rejected (B.15s € € : d (0.00s) rejected (.00s) 0. i ¢ 89s) rejected
18 a790a7a7alc9a7a’00a0a7a7879a4f4f4fa7a7a7 malformed fuzz_libcbor crash 69s) rejected (0.14s .83 d (0.00s) rejected 00s) ;N rej d (0. } rejected
19 92926d809a002e2e80929a000003e82e972009292002e malformed fuzz libchor rejected (2.71s) QLSS 01s) rejected (0. : x - d .00s) rejected 00s) 0. 3| d (0. rejected
20 9292a880929249494949482e2e2e5ef07e5f5f05050505 malformed fuzz libchor h ( € 01s) rejected (0. : : .83 d (8. rejected 00s) 8. j d 09s) rejected
21 9292adadadadadadc4801414141414141429141414ad0l  malformed fuzz libcbor r s} rejected (8.19 € € .83 d - rejected [¢] C 8. d (@. )} rejected
22 bfofbfafbfffffaeao12bfofbfafbfffff800012121212 malformed fuzz libcbor c h (3. r d - ) rejected

23 91af929207070707070707078092922020202d20202020 malformed fuzz Llibchor ject (8. c h (3. r d (8. } rejected (0.20 .83 (0.00s

24 ab9a4848484848484848484848484848b7484848484848 malformed fuzz_libcbor ject (0.02s c h (3. (8.81s) rejected (8.15s ejec . cted .00s) rejected 00s) 0. d (0.18s) rejected

25 925 2e2e2e2e2e2d2edas 22ef52e2e malformed fuzz libcbor .02 h (3. re d (8.03s) rejected .20 e .03 T (e. rejected 00s) c .13 d (0. } rejected
26 918e9280871928f92930d0d9a4f434400000d0dododedod malformed  fuzz libcbor i (0. h (3.40 re d (@. } rejected (0.29 ejec - cted - rejected 00s) B. d (0. )} rejected
27 €89a53535353535353535353535553922e272e2e2e2e2e  malformed fuzz libchbor o h 5 .03s)} rejected s e .03 T (e. rejected 00s) 0. d (0.285) rejected
28 92762ef97e928092772e2e2e2e2e2e641bf fff00008000 malformed fuzz libcbor ject: (0. c h (4.26 rejected (8.17s ejecte - cted .00s) rejected 00s) B. d 09s) rejected
29 889a5252523a889a52522ab7 malformed fuzz libchbor JCEHETdL=l RNk h (2. re d (8. rejected (0.21s cte: - c 00s) rejected 00s) ;N d 09s) rejected
30 a933333333339292a9a9a92939a99a49010092c6c6cbc6  malformed  fuzz Libcbor PSR- ME c h (2. re (0.82s) rejected (0.17 ejectel . C (0.00s) rejected 00s) 8. d 09s) rejected
31 a9aB9as57ffffffff57575757 malformed fuzz_libchor ECHETAETININ h (2. re 01s) rejected (0. : e .83 c 00s) rejected 00s) 8. d 09s) rejected
32 925a000000002e342e2e2e2d2e9a52000000022ef52e2e  malformed fuzz libchor BEREELEE=l NN P h (2.84 re d (0.81s) rejected (0. i e a3 C (0.00s) rejected 80s) 8. i d 89s) rejected
33 aaaaaaaaaaaadbdbdbdbdb  malformed fuzz libcbor [ESSEETEE= TR c h (3.0 re 01s) rejected (0.14s ejectel D.83: cted E ) rejected 00s) 6. € d 4s) rejected
34 9292928092772e2e2e2e2e47f97e029280772e2e2e9292 malformed fuzz libchor WEES[EEEL .01s h (2. re d (@. } rejected .16s cte 0.03 T (e. ) rejected 00s) 0. d 09s) rejected

35 8505064505050505050505050505050 malformed  fuzz libchor eSliatl ICH L crash (2. re B1s) rejected (B.16s) rejected (@ cted (8.080s) rejected (B.88s) 0. d (8.89s) rejected

36 aaaaaaaaa: aaaa malformed fuzz libcbor [EESEa<=lINCHN:Y h (3. re d (8.01s) rejected (.19 ed (0.03 C (8. ) rejected 80s) c 0. d s) rejected

37 82bfc19a51f19fa1 malformed fuzz_libchor ECHETAEl RN P h (3. re rejected (0. ej 0. cted - ) rejected 80s) 8. d rejected
38 9290928092929290929290928092922e2e2e2e2e2e2e2e malformed fuzz Llibchor WEES[EEEl o h (2.80 re d (8.025) rejected s 0.03 cted (8.00s) rejected 00s) c 0. d (0.09s) rejected
39 94947f9a55bfff556355555555559a9a9a86941c17787a malformed fuzz libcbor (0.82s h (3.0 r d B1s) rejected (0.15s ej 0. d .00s) rejected 00s) B. ] d 09s) rejected
40 ac8eal9a5761616161616161ac8ealdas57616161616161 malformed fuzz Llibcbor EESEEla=l BN :FE] c h (2. r d (8.01s) rejected (0.16s B.83: (0.00s) rejected 00s) ;N d 09s) rejected

41 aaaaaaaaa: aaaa malformed fuzz libcbor EESEEMEINEE crash (3.14 e 01s) rejected (@. ejecte 0. e d - rejected 00s) 0. j d 1 rejected

42 aaaaaazaa: EEES malformed fuzz_libcbor QEESETGLLEMTN Y h e 01s) rejected (0. : : D.03: e d (0.00s) rejected 00s) 0. d 09s) rejected
43 ab429280929a4f4f4f4f0bobobobobEbObADL b malformed fuzz libcbor ES[l<=lIN{*N h 03s) re d (0.81s) rejected (0. j P.083 e d .00s) rejected 80s) 8. i d 89s) rejected
44 9fofofengfafofafeaesofe4ofafofffffosofadse6ebf malformed fuzz libchor [ESiloee=l (N crash (3.18s) e 81s) rejected (0.14s ejacte . e d (8. rejected 80s) 0.86 j d 18s) rejected

45 cecececececececeda5151515151515151515151515151  malformed fuzz libcbor [EEERlEIse=l] . h (3.05s5) accepted 01s5) rejected .21s 0.045) .00s) rejected 00s) 0.06 - } rejected



Results — Parser comparison

* Honestly: this is still very much ongoing
* There is so much to look at

* Unfortunately, the most interesting results are still in the
disclosure process
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Summing Up

e Cbor is complicated = Reality is complicated

* libcbor is not safe against memory leakage by default, even their
own example skips the necessary flag

e Most vulnerabilities are DOS
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Stage 5: Acceptance



What | ordered What | got
CVEs Pain & suffering

SU mim i ng U p bug bounty Sleepless nights

Finished Thesis Confusion

e Cbor is complicated = Reality is complicated

* libcbor is not safe against memory leakage by default, even their
own example skips the necessary flag

 Most vulnerabilities are DOS
e 80/20 Rule still stands
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What | ordered What | got

CVEs Pain & suffering
1 bug bounty Sleepless nights
Su m m I ng U p Finished Thesis Confusion

e Cbor is complicated = Reality is complicated

* libcbor is not safe against memory leakage by default, even their
own example skips the necessary flag

 Most vulnerabilities are DOS
e 80/20 Rule still stands

* Anyone looking for a Masters thesis? There is still so much to do!
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Questions?
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